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Introduction

The global transportation system is currently threatened by emerging security challenges. International supply chains and intermodal facilities are vulnerable to potential disruption by criminal activity and/or terrorist groups. Existing security practices are being re-examined and new security practices and technologies are being implemented to address the issues. Numerous programs have been initiated since 9/11by the Department  of Defense, Department of Homeland Security, Department of Transportation and other agencies to maintain and improve border and transportation security, protecting our critical infrastructure, defending against catastrophic threats and prepare and respond to emergencies.

An underlying question our nation faces as we rally to counter the security vulnerabilities is what will be the potential impacts of the heightened security requirements on our overall system operations. There is a need to balance the often competing objectives of security, mobility, efficiency, productivity, and reliability as well as other technical issues such as safety and institutional issues such as privacy and equity. While technologies will be evaluated and implemented and changes made in the design and operation of transportation system components, continued emphasis must be placed on process improvement and not overlooking the basics of economic competition.

This paper focuses on the technological approaches that are used in the transportation system and examines the balance between security and mobility. The main attention here is on Intelligent Transportation Systems (ITS) technologies. Basic definitions, goals and objectives within the context of security and mobility are first reviewed. Related outcomes and actions are ascribed to the objectives in order to provide a more concrete interpretation of the terms. An expanded definition of mobility is presented and used throughout the remainder of the paper. A summary table is developed listing security and mobility benefits.

Next a technology-based framework is presented for assessing security versus mobility. ITS technologies are identified, classified and reviewed in terms of their potential for dual benefits. Similarly, existing programs are identified, classified and reviewed in terms of the potential to expand beyond their initial thrusts. Finally, observations are made on the ITS technologies and ongoing programs, and additional questions and issues are developed to stimulate further discussion on the topic of security versus mobility.

Transportation System

The transportation system involves the intricate movement of cargo, personnel and information through an interconnected infrastructure including highways, transit systems,

railroads, airports, waterways, pipelines and ports. Interdependencies exist between transportation and nearly every other sector of the economy.  Consequently, the effective operation of the transportation system is essential to a nation's continued prosperity, economic productivity, and security because a threat to the transportation sector may impact other industries that rely on it.
 

Definitions

Mobility Definition

Ability to travel from one point to another

Security Definition

Ability to gather intelligence data; prevent and detect incidents; defer and delay adversaries; mitigate, respond to, and recover from consequences.

Intelligent Transportation Systems

ITS is a set of technologies applied to transportation infrastructure and vehicles to improve their performance.
 More specifically, ITS consists of the application of established communications, control, electronics, and computer hardware and software technologies to transportation systems. ITS is thus a relatively new approach for addressing transportation problems and implementing solutions and enhancements without relying on the more traditional transportation method of pouring concrete and laying asphalt to build and maintain durable roads and bridges.

Transportation System Goals, Strategic Objectives and Outcomes with Respect to Mobility and Security
The U.S. Department of Transportation has developed Goals, Strategic Objectives and Outcomes with respect to mobility and security.
Mobility Goal

Shape an accessible, affordable, reliable transportation system for all people, goods and regions.

Mobility Strategic Objective

Advance accessible, efficient, intermodal transportation for the movement of people and goods.

Mobility Outcomes 

1) Improved infrastructure in all modes 

2) Reduced congestion in all modes

3) Increased reliability throughout the system 

4) Increased access for all Americans 

Security Goal

Ensure the security of the transportation system for the movement of people and goods, and support the National Security Strategy.

Security Strategic Objective 

Balance homeland and national security transportation requirements with the mobility needs of the Nation for personal travel and commerce.

Security Outcomes

1) All modes have implemented steps that would prepare them for a rapid recovery of transportation from intentional harm and natural disasters 

2) The U.S. transportation system meets national security requirements 

ITSA Goals, User Services and Actions

Mobility has always been the basic challenge for transportation decision makers and has been at the core of the ITS program.
 Improving mobility is one of the five major strategic goals of the program. The six strategic goals in order are:

1. Improve Safety
2. Increase Operational Efficiency and Capacity
3. Reduce Energy and Environmental Costs
4. Enhance Productivity
5. Enhance Mobility
6. Create an Environment for ITS to Flourish
It can be seen from this list that the ITSA strategic goals do not include security as one of the five major goals. (The list was prepared before 9/11. The current ITSA Program Plan addresses security pointing out that from an early stage attention was paid to technologies to detect, report and respond to incidents ranging from traffic crashes to large-scale natural disasters and that the technologies of Intelligent Transportation Systems can offer great promise for preventing attacks.
 A security supplement has also been prepared outlining specific benefits, challenges and actions that can be taken.
) Security, interestingly and curiously enough considering the topic of this paper and the Volpe Security Versus Mobility Symposium, is instead included and convoluted with the ITS mobility strategic goal. 

The National ITS Program also focuses on the development and deployment of a collection of user services. The ITS User Service Bundles are shown in the Table 1 on the next page. It had been recognized from the onset that this list of user services was neither exhaustive nor final. But, at first glance more of the user services would seem to relate to mobility than security. Only two user services clearly have a security focus: Public Travel Security and Emergency Management.
In more detailed mapping of the user services to ITS goals, The National ITS Program Plan defined actions that relate to either security or mobility. 

For security there are three defined actions: 

1. improve availability of communication devices

2. reduce vehicle theft

3. increase monitoring of transportation facilities

For mobility there are seven defined actions

1. improve traffic information

2. smooth traffic flows

3. improve travel time predictability

4. improve transportation affordability

5. improve quality of travel options information

6. improve availability of alternative modes

7. improve driver performance

The resulting mapping in the National ITS Program Plan shows that only three of the 29 user services have security related actions while 18 have mobility related actions. (Appendix A in this paper shows the partial mapping of the user services to ITS goals.) There are no overlaps of security and mobility in this mapping. The authors (and editors) of the National ITS Program Plan evidently felt that each of these 21 user services had a predominantly security function or mobility function but not both. (The mapping does have overlaps of other goals, e.g., safety and energy.)
Table 1 ITS User Service Bundles4
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 However, if we expand this examination to security versus mobility or efficiency or productivity then the mapping results are quite different. First, let's look at the different actions for efficiency and productivity as defined in the ITS Program Plan .
For efficiency there are twelve defined actions

1. increase average vehicle occupancy
2. increase vehicle capacity of highways
3. match demand to available highway system capacity
4. increase driver navigational effectiveness
5. improve the ability to respond to HAZMAT incidents
6. improve incident management
7. improve incident information to drivers
8. improve transit information
9. improve transit schedule adherence
10. improve transit responsiveness
11. improve service request responsiveness
12. improve convenience of transportation payment
For productivity there are ten defined actions

1. reduce costs of regulating vehicles

2. reduce costs of fee collection

3. improve equity of fee collection

4. reduce time lost in intermodal interchange

5. reduce delays in regulating vehicles

6. reduce delay associated with congestion

7. reduce time wasted due to navigational inefficiencies

8. reduce costs of data collection

9. improve quality of data collection

Clearly, from the above lists of actions, there are distinctions between mobility, efficiency and productivity and these distinctions have been incorporated into the National ITS Program Plan. Furthermore, the resulting mapping in the plan now shows that 25 of the 29 user services have either mobility or efficiency or productivity related actions. And all three of the user services that have a security-related action also have a mobility or efficiency or productivity - related action as well.  We thus may be able to conclude from this brief examination that even before terrorism became a national threat, deliberate actions taken to enhance security with ITS technologies also had the potential for increasing benefits in other areas as well, in effect producing dual-benefits.

Security Versus Mobility, What do we mean?

From the above discussion it can be seen that there is some overlap in the definition of mobility with efficiency and productivity. Furthermore it may be more appropriate in the context of this paper to consider and combine the actions of all three goals (mobility, efficiency and productivity) into one, in effect, an expanded definition of "mobility". In this sense then the underlying question we are faced with here is the tradeoff between security and the movement/operational aspects or impacts in a supply chain including time, delay, data quality, customer convenience, customer satisfaction, etc. A summary of security and "mobility" benefits/actions is given in Table 2.

The next section examines in more detail the security versus "mobility" tradeoffs in transportation systems by first establishing a more rigorous technology-based framework and then utilizing the combined actions of mobility, efficiency and productivity presented in the National ITS Program Plan as a basis for the comparisons.

Table 2 Summary of Benefits/Actions by Type

Security Benefits / Actions
"Mobility" or Operational


Mobility Benefits / Actions
Efficiency Benefits / Actions
Productivity Benefits / Actions






· Improve intelligence gathering 

· Improve ability  to detect incident

· Improve ability  to defer adversary

· Improve ability  to delay adversary

· Improve ability  to mitigate consequences

· Improve ability  to respond to consequences

· Improve ability  to recover from consequences
· Improve traffic information

· Smooth traffic flows

· Improve travel time predictability

· Improve quality of travel options information

· Improve availability of alternative modes

· Improve driver performance


· Increase average vehicle occupancy
· Increase vehicle capacity of highways
· Match demand to available highway system capacity
· Increase driver navigational effectiveness
· Improve the ability to respond to incidents
· Improve incident management
· Improve incident information to drivers
· Improve transit information
· Improve transit schedule adherence
· Improve transit responsiveness
· Improve service request responsiveness
· Improve convenience of transportation payment

· Reduce time lost in intermodal interchange

· Reduce delays in regulating vehicles

· Reduce delay associated with congestion

· Reduce time wasted due to navigational inefficiencies

· Improve quality of data collection

ITS Technologies-Based Framework for Examining Security and Mobility Tradeoffs 

Table 3 establishes a framework for examining security and mobility tradeoffs. The target group covers the full spectrum of transportation (moving) assets. The technology-based functional areas are intended to be goal neutral and span the complete transportation process. Infrastructure components are not specifically mentioned but are necessary to support and operate the ITS technologies. The list of ITS technologies shown in the table are somewhat comprehensive but not complete. The emphasis here is on the methodology rather than a full assessment of the technologies. It can be seen from the table however that the technologies selected do span all the target groups and functional areas. With further searching and a full assessment, it should be possible to fill all the cells of the table with existing ITS technologies.

Security versus Mobility Technology Examination - Initial or Face Value Basis

With an established framework populated with ITS technologies an examination can be made of the security versus mobility tendencies. This is done on an initial or face value basis meaning that the technologies are classified by the author as security or "mobility" (expanded definition) or both as commonly used in current applications. The classification is based on satisfying the benefits and actions given in Table 2.

The results of the classification are shown in Table 4. It can be seen from the table that with the limited selection of existing ITS technologies, the technologies are somewhat evenly split amongst the three classifications: some are predominantly security; some are predominantly mobility; and some are considered both. (Table 5 describes the benefits and actions that in the view of the author make these latter classifications dual-purpose.) Furthermore, the security types cover all the target groups, the mobility types cover all the target groups, and the types that may be deemed either security or mobility cover all the target groups. Also technologies that have a security basis cover all the functional areas in the framework and, with the exception of surveillance, technologies that have a mobility basis also cover all the functional areas in the framework. These results might change slightly with the more limited definition of "mobility". Perhaps the main observation from this table is that for each target group existing technologies are in place which are intended to address security or mobility or both. 

Security versus Mobility Assessment - Potential for Dual Benefits

Table 6 examines the potential for extending the single purpose technologies to dual purpose. It is easy to see from the table (Table 7 provides a rationale for extended benefits.) that most ITS technologies in the view of the author are suitable for more than one type of benefits or actions, that is, they are dual purpose. The question still remains - are they dual-benefits, that is, achievable actualizations and suitable for dual purposes in the same application. This is a programmatic question and will be addressed below.

A few additional observations and comments from Table 6:

· In some cases the benefits besides security/mobility/productivity/efficiency may be safety - a significant consideration.

· Intrusion detection, radiation detection and undercarriage scan are the only technologies in this table that are deemed single-benefit (security), but it could be argued that even these under the right circumstances could be designed and applied to satisfy other goals/outcomes such as mobility, productivity, efficiency or safety.

· The table may be a conservative reflection. Perhaps all ITS technologies that have a security benefit may have the potential for achieving multiple benefits.

Table 3 ITS Technologies Classified by Function Area and Target Group

Target 

Group
Functional Area 


Pre-Screening
Screening/

Sensing
Identification
Surveillance
Locating/

Tracking
Communication
Processing
Control
Annunciating

People
· Database Vetting
· Intrusion Detection
· Biometrics

· Barcode

· Smartcard

· Database Vetting
· CCTV
· GPS/DGPS

· GIS
· Cell Phone

· PDA

· Laptop
· Geofencing

· Reservation/ Ride Request

· Motorist Distress Signal

· Variable Message Signs

· Traveler Information Systems

Cargo
· Database Vetting
· Electronic Seals

· Weigh-In Motion

· Radiation Detection
· RFID Tags

· Taggants

· Barcode
· CCTV
· GPS/DGPS

· GIS

· Operator Matching



Vehicles/

Vessels
· Database Vetting
· Intrusion Detection

· Incident Detection

· Undercarriage Scan


· Barcode

· OCI
· CCTV
· GPS/DGPS

· GIS

· AVL

· Electronic Payment

· Geofencing

· Incident Management

· Vehicle Classification

· Operator Matching
· Signal Optimization

· Signal Preemption

· Automated Signal

· Ramp Metering

· Remote Starting/ Stopping/ Opening


Information
· Electronic Clearance

· Pre-Arrival Notification




· Electronic Clearance

· Pre-Arrival Notification

· Wifi

· DSRC

· Bluetooth

· Smartcard
· Electronic Clearance

· Pre-Arrival Notification

· Map Database

· Mayday

Table 4 Security versus Mobility Emphasis of ITS Technologies - Classified by Function Area and Target Group

Initial or Face Value Basis - As Commonly Used in Current Applications

Target 

Group
Functional Area 


Pre-Screening
Screening/

Sensing
Identification
Surveillance
Locating/

Tracking
Communication
Processing
Control
Annunciating

People
· Database Vetting
· Intrusion Detection
· Biometrics

· Barcode

· Smartcard

· Database Vetting


· CCTV
· GPS/DGPS

· GIS
· Cell Phone

· PDA

· Laptop
· Geofencing
· Reservation/ Ride Request

· Motorist Distress Signal

· Variable Message Signs

· Traveler Information Systems

Cargo
· Database Vetting
· Electronic Seals

· Weigh-In Motion
· Radiation Detection
· RFID Tags

· Taggants
· Barcode
· CCTV
· GPS/DGPS

· GIS

· Operator Matching



Vehicles/

Vessels
· Database Vetting
· Intrusion Detection
· Incident Detection
· Undercarriage Scan

· Barcode

· OCI
· CCTV
· GPS/DGPS

· GIS

· AVL

· Electronic Payment

· Geofencing
· Incident Management
· Vehicle Classification
· Operator Matching
· Signal Optimization

· Signal Preemption

· Automated Signal

· Ramp Metering

· Remote Starting/ Stopping/ Opening


Information
· Electronic Clearance
· Pre-Arrival Notification




· Electronic Clearance

· Pre-Arrival Notification
· Wifi

· DSRC

· Bluetooth
· Smartcard
· Electronic Clearance
· Pre-Arrival Notification
· Map Database

· Mayday

KEY: Security Emphasis
Mobility Emphasis   Security and Mobility Emphasis

Table 5 Security and Mobility Benefits for Dual-Purpose Technology Groups

Technology Group
Security Benefit
Mobility Benefit

RFID Tags / Taggants
· Improve ability to detect incident
· Reduce delays

· Provide timely information

· Improve customer satisfaction

Barcode
· Improve intelligence gathering
· Improve ability to gather and process information

· Improve ability to expedite movement

· Improve information

OCI
· Improve intelligence gathering
· Improve quality of data collection

CCTV
· Improve ability to detect
· Improve traffic information

· Smooth traffic flow

GPS/DGPS
· Improve ability to respond

· Improve ability to recover
· Improve navigation effectiveness

· Improve convenience of transportation

· Reduce travel times

GIS
· Improve ability to respond

· Improve ability to recover
· Improve navigation effectiveness

· Improve convenience of transportation

AVL
· Improve ability to respond

· Improve ability to recover
· Smooth traffic flows

· Improve travel time predictability

· Improve schedule adherence

Cell Phone
· Improve ability to respond
· Improve quality of data collection

· Improve quality of travel options information

· Improve customer satisfaction

PDA
· Improve intelligence gathering

· Improve ability to respond
· Improve quality of data collection

Laptop
· Improve intelligence gathering
· Improve quality of data collection

WiFi
· Improve ability to respond
· Improve ability to respond

DSRC
· Improve ability to respond
· Improve ability to respond

Bluetooth
· Improve ability to respond
· Improve ability to respond

Incident Management
· Improve ability to respond

· Improve ability to recover
· Improve ability to respond

Vehicle Classification
· Improve intelligence gathering
· Improve traffic information

· Smooth traffic flows

Map database
· Improve ability to respond

· Improve ability to recover
· Improve navigation effectiveness

· Improve convenience of transportation

Table 6 Security versus Mobility Emphasis of ITS Technologies - Classified by Function Area and Target Group

Potential for Dual Benefits

Target 

Group
Functional Area 


Pre-Screening
Screening/

Sensing
Identification
Surveillance
Locating/

Tracking
Communication
Processing
Control
Annunciating

People
· Database Vetting
· Intrusion Detection
· Biometrics

· Barcode

· Smartcard

· Database Vetting
· CCTV
· GPS/DGPS

· GIS
· Cell

· PDA

· Laptop
· Geofencing
· Reservation/ Ride Request

· Motorist Distress Signal
· Variable Message Signs
· Traveler Information Systems

Cargo
· Database Vetting
· Electronic Seals

· Weigh-In Motion

· Radiation Detection
· RFID Tags

· Taggants

· Barcode
· CCTV
· GPS/DGPS

· GIS

· Operator Matching



Vehicles/

Vessels
· Database Vetting
· Intrusion Detection

· Incident Detection

· Undercarriage Scan

· Barcode

· OCI
· CCTV
· GPS/DGPS

· GIS

· AVL

· Electronic Payment

· Geofencing
· Incident Management

· Vehicle Classification
· Operator Matching
· Signal Optimization

· Signal Preemption

· Automated Signal

· Ramp Metering

· Remote Starting/ Stopping/ Opening


Information
· Electronic Clearance

· Pre-Arrival Notification




· Electronic Clearance

· Pre-Arrival Notification
· Wifi

· DSRC

· Bluetooth
· Smartcard
· Electronic Clearance

· Pre-Arrival Notification
· Map Database

· Motorist Distress Signal 

KEY: Initial or Face Value Dual Purpose   Potential for Extension to Dual Purpose  Strongly Security Oriented
Table 7 Rationale for Expanded Benefits
Technology Group
Primary Benefit
Expanded benefit (Potentiality)



New Benefit
Rationale

Database Vetting
Security
Mobility
· Improve convenience of transportation payment

· Reduce delays at security exchange points

Electronic Clearance
Mobility
Security
· Improve intelligence gathering

· Improve ability to detect

Pre-Arrival Notification
Mobility
Security
· Improve intelligence gathering

· Improve ability to detect

Electronic Seals
Security
Mobility
· Improve quality of data collection

Weigh-In-Motion
Mobility
Security
· Improve ability to detect (border  and intransit)

Biometrics
Security
Mobility
· Improve convenience of transportation payment

· Improve quality of data collection

Barcode
Security
Mobility
· Improve convenience of transportation payment

· Improve quality of data collection

Smart Card
Security
Mobility
· Improve convenience of transportation payment

· Improve quality of data collection

Geofencing 
Security
Mobility
· Improve driver performance

· Improve navigation effectiveness

Reservation/Ride Request
Mobility
Security
· Improve intelligence gathering

Operator Matching
Security
Mobility
· Improve quality of data collection

Electronic Payment
Mobility
Security
· Improve intelligence gathering

· Improve ability to detect

Signal Optimization
Mobility
Security
· Improve ability to respond

Signal Preemption
Mobility
Security
· Improve ability to respond

Automated Signal
Mobility
Security
· Improve ability to respond

Ramp Metering
Mobility
Security
· Improve ability to respond

Remote Starting/Starting/

Opening
Mobility
Security
· Improve ability to defer

Variable Message Sign
Mobility
Security
· Improve ability to mitigate

Traveler Information System
Mobility
Security
· Improve ability to mitigate

Programs

This section examines eight technology programs, four that have primarily a security thrust and four that have primarily a mobility thrust. An attempt is then made to show how the thrusts of these programs can be expanded into dual-benefits, i.e., actualization achieved during the simultaneous application of a particular technology group to serve dual-purposes. The programs selected here are not a complete or comprehensive listing of security and mobility programs ongoing in the United States. The discussion is intended to indicate the possibilities, in some cases the actualities, of dual-benefits. Funding has not been a theme of this paper nor is it discussed here. Brief descriptions of each program are given in Appendix B. They are summarized, classified and discussed below within the established framework. The potentialities for dual benefits are mentioned through the reference of associated technologies.
Table 8 classifies the programs by target group and functional area.  Table 9 lists the eight programs, the primary thrust of each program, and the potential and rationale for extending the thrusts towards dual purposes.  It can be seen that most of the cells in the table are filled with the inclusion of just the eight programs selected for this paper. It is anticipated that all the cells could be filled with a more comprehensive listing of programs. Most of the selected programs focus on cargo and have more than one target group. A few, including US-VISIT and CSI have only a single target group (people and cargo, respectively). It is also interesting to note that the US-VISIT program spans all the functional areas. None of the programs cover all the target groups.

In the view of the author all of the programs with security as the main thrust could be extended to include mobility benefits. There are eight different areas cited in the table for potential mobility extensions. The stated goal of the OSC program is to protect the global supply chain while facilitating commerce, a dual-purpose program that should produce dual benefits. Likewise for the US-VISIT program which intends to enhance national security and facilitate legitimate trade and travel. 

All of the programs with mobility as the main thrust could be extended to include security benefits. There are four different areas cited in the table for potential mobility extensions. The goal of the ESCM program is to demonstrate the efficiency and security of an Internet-based electronic manifest system - another dual-purpose program. Thus programs are currently being designed to achieve dual benefits with the use of dual-purpose technologies. Those that are not can be made to do so as mentioned above and illustrated in the table below. The cost impacts of extending the benefits are of course an important consideration but should be partially alleviated with the use of dual-purpose technologies.

Table 8 Program Framework for Examining Security and Mobility Tradeoffs with the Application of ITS Technologies

Target 

Group
Functional Area 


Pre-Screening
Screening/

Sensing
Identification
Surveillance
Locating/

Tracking
Communication
Processing
Control
Annunciating

People
US-VISIT
US-VISIT
US-VISIT 

ECMS

CARGOMATE


US-VISIT
US-VISIT
US-VISIT
US-VISIT
US-VISIT
US-VISIT

Cargo
CSI

SST

AGILE PORT 

CARGOMATE

ECMS


CSI

OSC 

AGILE PORT 

CARGOMATE

ECMS


CSI

SST

OSC 

AGILE PORT 

CARGOMATE ECMS

FIRST



CSI

FIRST
CSI

SST

OSC 

AGILE PORT 

CARGOMATE ECMS

FIRST

CSI

SST

OSC 

AGILE PORT 

CARGOMATE ECMS

FIRST

CSI

SST

OSC

AGILE PORT CARGOMATE

ECMS

FIRST






Vehicles/

Vessels

OSC


OSC

FIRST


FIRST
OSC

FIRST


OSC

FIRST


OSC

FIRST





Information
ECMS

CARGOMATE

FIRST

OSC 

ECMS

CARGOMATE

FIRST



OSC 

ECMS

CARGOMATE

FIRST


OSC 

ECMS

CARGOMATE

FIRST


OSC 

ECMS

CARGOMATE

FIRST





Table 9 Rationale for Extended Benefits
Program
Primary Thrust
Extended Thrust (Potentiality)



New Benefit
Rationale

CSI
Security
Mobility
· Reduce time lost in intermodal interchange

· Reduce average delay of containers

· Improve schedule adherence

· Improve quality of data collection

SST
Security
Mobility
· Improve quality of data collection

· Increase customer satisfaction

OSC
Security
Mobility
· Improve convenience of transportation payment

· Increase container system capacity

· Improve quality of data collection

· Increase customer satisfaction

US-VISIT
Security
Mobility
· Reduce time lost at certain interchanges

· Reduce average delay of individuals at border crossings

· Improve quality of data collection

Agile Port
Mobility
Security
· Improve intelligence gathering

· Improve ability to detect

Cargo Mate
Mobility
Security
· Improve intelligence gathering

· Improve ability to detect

· Improve ability to respond

· Improve ability to recover

ESCM
Mobility
Security
· Improve intelligence gathering

· Improve ability to detect

· Improve ability to respond

· Improve ability to recover

FIRST
Mobility
Security
· Improve intelligence gathering

· Improve ability to detect

· Improve ability to respond

· Improve ability to recover

Observations
In the preparation of this paper a number of observations have been made as follows:

· The formulation of this paper was based on the goals, objectives and plans for the implementation of ITS technologies rather than the actual benefits of these technologies. 

· Most ITS technologies are outcome neutral, i.e., they can be developed and applied to produce different outcomes, thus satisfying different goals.

· It is a rare instance that a particular technology would be geared toward a single goal.

· Programs dictate the dominant and sometimes the secondary outcomes (goals).

· The application of a technology to meet a specific goal can also produce ancillary benefits as well, i.e., produce outcomes that satisfy a different goal. In this context the technology may provide dual-benefits.

· A number of existing programs are dual-purpose programs aiming at both security and mobility benefits.

· A program may be focused on a particular goal and produce dis-benefits in another area unless procedures associated with main program goal are strictly adhered to. In this case there may be the perception of dual-benefits when in fact the program would produce benefits in one area and less dis-benefits in another area.

· The term "dual-benefits" should be reserved to mean benefits achieved in two or more areas as measured from a pre-existing base condition.

· A distinction should also be made between dual-purpose and dual-benefits, the latter referring to the actualization achieved during the simultaneous application of a particular technology group to serve dual-purposes.

· FHWA and ITSA are beginning to log the benefits resulting from ITS technologies but security benefits are lacking.

· There is a distinct need for developing performance measures and metrics, and then  quantifying any resulting security benefits of ITS technologies from actual applications.

· There is also a need to develop methodologies for estimating the costs and benefits of security technologies in various applications.

Further Questions for the Symposium

The following questions emanating from this paper may serve to stimulate further thought or provide insight to the Volpe Symposium on Balancing Security and Mobility.
· Is the ITS technologies framework developed in this paper (Table 2) for examining security and mobility tradeoffs, and classified by function area and target group, reasonable and meaningful for addressing the issues raised by the symposium?

· Is Balancing Security and Mobility the main concern of the user community?

· Should the definition of mobility be expanded to include efficiency and/or productivity? Is the main concern the impact on operations? 

· Should user bundles similar to the ITS user bundles be developed for transportation and homeland security?

· Should distinctions be made between dual-purpose and dual-benefits?

· Are the types of benefits/actions described in Table 5 for dual-purpose technology groups reasonable and clear for determining whether there have been security and mobility effects?
Appendix A

 Mapping Of User Services To ITS Goals4
(Only a few tables are displayed to illustrate the contents and approach.)

The user services were developed to address the ITS goals and objectives. The ITS goals

were originally provided in ISTEA and have been refined in the strategic plans of the U.S. DOT and ITS America. 

The tables map each user service to its related goals, objectives, and actions supporting the objectives. The labels across the top list the user services grouped by user service bundle. A shaded cell indicates that the user service represented in the column of the shaded cell relates to implemention of the action listed in its row. A blackened cell indicates that the user service in its column relates to one or more actions supporting the objective in that row.
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Appendix B 

Existing Security and Mobility Programs

Container Security Initiative (CSI) 
 

Description:  Unveiled in January 2002, the Container Security Initiative calls for the inspection of high-risk maritime cargo containers at foreign ports before they are shipped to the U.S. to prevent terrorist activity. CSI consists of four core elements:

1. Establish security criteria for identifying high-risk containers based on advance information 

2. Pre-screen containers at the earliest possible point

3. Use technology to quickly pre-screen high-risk containers

4. Develop secure and "smart" containers

Related ITS Technologies:  

· Smart container

· ATS

Program Thrust:  Security
Smart and Secure Trade-lanes (SST)

Description:  The initiative is sponsored by the Strategic Council on Security Technology (SCST), in coordination with the US Customs’ Container Security Initiative (CSI), Customs-Trade Partnership against Terrorism (C-TPAT), and the TSA/USCG maritime security initiatives, including Operation Safe Commerce (OSC).  The private sector participants include terminal operators – including the Port Newark Container Terminal, PSA Corp, P&O Ports, Hutchinson Whampoa – as well as technology vendors such as Savi Technology, the operator of the TAV network, Qualcomm, a leader for mobile fleet management using satellite communications, SAIC, a leader in non-intrusive port inspection, Parsons-Brinckerhoff, and Sandler/Travis Trade Advisory Services.  The participating port operating companies account for 70% of the world’s container port operations. The functional capabilities include an array of container tracking, cargo content identification, and threat analysis capabilities.
Related ITS Technologies:  

· RFID

· Electronic seals

· GPS

Program Thrust:  Security
Operation Safe Commerce

Description:  Operation Safe Commerce (OSC) is a grant program sponsored by the DHS Transportation Security Administration (TSA) that involves the three major U.S. ports or load centers:  New York/New Jersey, Seattle/Tacoma, and Long Beach/Los Angeles.  Using TSA funding, these ports award contracts for supply chain security analyses involving various commodities or technologies to improve the security of container shipments moving through those ports.

The stated goal of the Operation Safe Commerce public-private partnership is to protect the global supply chain while facilitating commerce.  During 2003, TSA awarded 18 contracts through the three load centers.  These 18 projects use existing technologies and assess existing practices in approximately one-year supply chain test programs. 

Related ITS Technologies:  

· RFID

· Electronic seals

· GPS

· GIS

· Smart Containers

Program Thrust:  Security

US-VISIT - United States Visitor and Immigrant Status Indicator Technology

US-VISIT is a government-wide program to enhance national security, facilitate legitimate trade and travel, contribute to the integrity of the U.S. immigration system, and adhere to U.S. privacy laws and policies. US-VISIT is a top priority for the U.S. Department of Homeland Security. US-VISIT is a continuum of security measures that begins before an individual enters the United States and continues through arrival and departure from the United States. It incorporates eligibility determinations made by both the Department of Homeland Security and the Department of State. Using biometrics such as digital, inkless fingerscans and digital photographs, the Department of Homeland Security is able to determine whether the person applying for entry to the United States is the same person who was issued the visa by the Department of State. Additionally, the biometrics and biographic data are checked against watchlists, improving the Department of Homeland Security™ 's ability to make admissibility decisions as well as the

Department of State™' s ability to make visa determinations. Should the traveler seek to adjust status or extend his/her stay, US-VISIT would be updated with any modifications to the individual™s status. US-VISIT entry procedures are currently in place at 115 airports and 14 seaports. This year, US-VISIT will be expanded to the 50 busiest land ports of entry.

Related ITS Technologies:  

· Biometrics

· Information matching

· Machine-readable systems

· RFID

Program Thrust:  Security

Agile Port

Description:  The project demonstrates the application of advanced technologies for rapid movement of cargo through the port, and fast lift operations to the theater.  It is designed to develop a prototype of a high-speed sealift, movement of cargo and personnel, and tracking and in-transit visibility capability, and involves research, development, testing, evaluation, and commercialization of enabling technologies for Advanced Sealift Technologies and Rapid Deployment Technologies.

Related ITS Technologies:  

· WIM 
· GIS
Program Thrust:  Mobility
Cargo*Mate 

Description:  Jointly sponsored by the Intermodal Freight Technology Working Group (IFTWG), the FHWA, and ITS America.  The purpose was to deploy the Freight Information Highway and Cargo Tracking prototype.   Other participants in the operational test included the American President Line (APL), PAR Logistics Management Systems, Union Pacific, Tramscentric, and two terminal operators and a container leasing company. 

The goal of the project was to provide information on the status and location of an asset over its serviceable life.  It tested the capability for end-to-end cargo visibility for cargo by deploying advanced third-generation chassis tracking system and Internet-based intermodal freight logistics applications. The demonstration tracked a vehicle via satellite, and then distributed the relevant information to the chassis users.  The prototype deployment required that APL instrument 60 chassis – located at the container carrier’s sites in Memphis and Oakland – with the PAR Logistics’ 3rd generation Cargo*Mate Logistics Information System for chassis tracking.   

Related ITS Technologies:  

· RFID
· GPS
· GIS
· Wireless communication
Program Thrust:  Mobility
Air Cargo Electronic Supply Chain Manifest (ESCM)

Description:  Supported by the Office of the Secretary of Transportation, the Federal Aviation Administration (FAA), the Federal Highway Administration’s Office of Freight Management and Operations, and the State of Illinois, the American Trucking Associations Foundation is leading an effort to develop and test the first operational electronic air cargo manifest and security system in the United States. The goal of this test is to demonstrate the efficiency and security of an Internet-based electronic manifest system compared with traditional processes and paper-based manifest systems. Manufacturing, trucking, and airline companies are participating in this operational test.

This test builds on an earlier FAA test at Chicago's O’Hare Airport. That test used biometric “smart cards” to confirm the identity of the driver using a stored thumbprint and to provide information about the seal on the cargo the driver was transporting. The purpose was to improve security of freight movement into and out of the airport. Using the same security technologies, the ESCM project created a secure multimodal electronic cargo manifest and provided for automated data transfer across transportation modes and political jurisdictions.

Related ITS Technologies:  

· electronic manifest 
· biometrics 
· smart card 
· electronic seals
Program Thrust:  Mobility

FIRST - Freight Information Real-Time System

Description: The Port Authority New York/New Jersey has created a Web-based Freight Information Real-Time System (FIRST) system to provide “one-stop shopping” for cargo information, and eliminate the need for multiple calls to various parties in the intermodal chain.  Congestion mitigation is the primary objective of FIRST.  

The initiative is for the purpose of streamlining the truck pickup/drop-off at marine ports.   It demonstrates the application of Web-based tracking and image recognition systems to provide accurate, real-time information about vessel arrival/departure, highway traffic, delay times at gates, vessel berth location, gate changes, and shipping rates.  The system is designed to incorporate the functionalities of EDI without the high costs associated with proprietary networks.  FIRST uses the Internet to create a real-time, one-stop-shop web site, with access to a centralized database for all intermodal cargo traffic.  The system also contains life-cycle container movement information, including data on demurrage and movements of the empties, cargo booking information, and a nomination screen for shippers to identify the trucking company that is to provide container pickup service.

Related ITS Technologies:  

· Biometrics

· EDI

· CCTV

Program Thrust:  Mobility
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