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“Balancing Security and Mobility: A Symposium on Innovative Approaches to Transportation Security”

Held at the Volpe Center, May 6, 2004

Background 

This one-day symposium was the third in a series of recent outreach events sponsored by the Volpe Center to highlight the research and development (R&D) efforts in innovative transportation technologies.   The symposium brought together over 40 invited attendees from the transportation and security R&D community to explore technology and risk-management solutions to the interrelated issues of transportation capacity and security.  Three panels of distinguished researchers, academics, and government officials discussed broad cross-cutting approaches to policy, homeland security technologies, and the integration of national and international security priorities, exploring innovative strategies for enhancing security while facilitating passenger and cargo mobility and global flows of trade.  

Dr. Richard John, Director of the Volpe Center, provided the welcoming remarks, outlined the symposium objectives, and introduced the panelists and the keynote speaker.  

Keynote Address

Mr. John Jamian, Deputy Administrator of the US DOT/Maritime Administration (MARAD) gave the keynote address, underscoring the fact that both security and transportation mobility are vital components of the U.S. economy and global stability.  He pointed out that DOT is promoting innovative practices that generate benefits simultaneously in security and mobility, and that the two issues cannot be addressed separately.   He outlined MARAD’s plans for a unified global cargo security system that offers both efficiency and security benefits, stressing that global security cannot be achieved if each country has a separate security system.  To make security global, he said, we have to move from “vertical” in-house systems to “horizontal” global systems.  He pointed out that MARAD is helping negotiate a common global solution by encouraging vessel owners to develop horizontal software systems that use a common operating platform across many players.  He used the analogy of the airline computerized reservation systems such as Saber, Amadeus, and Galileo that are interoperable globally and have benefited the airlines by helping them better utilize excess capacity.   He maintained that a similar horizontal platform for vessel operators would help promote the growth of the global markets for container movement and vessel operations and avoid the disadvantages of the existing vertical systems – which are not interoperable with other systems and are used only for company-wide communication.  The efficiency benefits of a horizontal system would translate to cost-savings for the shippers and vessel operators, he said, by allowing instant and reliable communication among the international shipping entities.  Ultimately the system would accomplish what he termed a unified “shelf-to-shelf” system for identifying the cargo, containers, vessels, and crewmembers. 

Mr. Jamian admitted that MARAD faced major challenges in promoting such an integrated system that spans all vertical systems.  MARAD, he said, is currently administering a number of port security grants to help promote the technologies needed to support this unified system, including e-seals, vessel tracking systems, and onboard AIS. The grants would provide an incentive for the shippers to deploy the new tracking and identification technologies, but he noted that these incentives are not monetary, but rather in the form of added efficiency and business advantages.   Mr. Jamian concluded by underscoring the security benefits of integrated and interoperable communication systems.  Recounting the example of a recent attempted piracy of an LNG tanker in the international waters, Mr. Jamian predicted that the vessel owners could reap the same benefits from deploying a unified information system that the world airlines did a few decades ago from a common passenger reservation system.   

Panel I  - Interagency Approaches to Reconciling Security and Mobility 

Panel I examined the different objectives of DOT and the Department of Homeland Security (DHS), and the challenges of incorporating homeland security requirements in the existing procedures for meeting the nation’s transportation safety and mobility needs.  Three panelists addressed key policy issues on security and transportation capacity:

· Dr. Kirk Evans, Program Manager, Border and Transportation Security, Homeland Security Advanced Research Projects Agency (HSARPA), DHS 

· Dr. Steve Chase, Technical Director for Bridge R&D, Office of Infrastructure R&D, Federal Highway Administration (FHWA), DOT

· Mr. Vince Pearce, team leader for the Emergency Transportation Operations (ETO), the FHWA Office of Operations, DOT. 

Dr. Kirk Evans addressed the parallels between the DOT and DHS strategies to enhance homeland security.   He noted that the DOT goals of making the transportation system “Safer, Simpler, and Smarter” would also generate security benefits.  Making the transportation infrastructure and vehicles safer, he noted, would create a more robust infrastructure that would be more likely to resist a blast and withstand severe damage.  Such a system would ultimately be a more “survivable” and secure system, he said.  Simpler systems, too, are more likely to be more secure and less fragile, he added.  Making the systems simpler, he noted, will increase security in the long run and reduce costs, as multiple layers of controls are reduced and security coordination is made easier.   Finally, smarter systems are the most important components of a more secure system, he said.  These smart systems rely heavily on information databases, early intelligence, and devices using RFID, electronic seals and tracking and sensing technologies.  Enablers of these smart transportation systems, he added, are technologies for intelligence fusion and data mining that link databases and create interoperable communications and threat detection/ prevention systems.  

Dr. Evans also noted another goal that DHS and DOT have in common: protecting the economy.  Security systems that are not affordable or place excessive burden on the private sector, he said, are not acceptable.  One of the primary missions of HSARPA, he noted, is to engage the private sector through rapid prototyping.  Part of the strategy is to develop a common operating picture for the command and control systems governing the nation’s diverse critical infrastructure networks.  In a complex and interdependent “system of systems” environment, he noted, such a common operating picture is needed to allow individuals within the system to move fast from information to action, from detecting a threat to making decisions accordingly.  Dr. Evans emphasized that many of the proposed new technologies considered by HSARPA produce joint security and commercial benefits.  He gave the example of the shipper benefits from the “Future Smart Container” for which an estimated $30 per container shipper cost saving – or “cost avoidance” – would balance out any added costs incurred for its deployment.  The challenge in developing these smart devices, Dr. Evans noted, is to reduce the frequency of false alarms and keep the costs low, pointing out that the lowest common denominator often determines what technology is feasible.  

Dr. Evans concluded by reiterating the synergistic aspects of transportation safety and security and how the DOT and DHS goals potentially reinforce each other  – “you say safety, we say security.”  He emphasized that making infrastructures resistant to crash and derailment would also make them blast-resistant, and contain the damage from a catastrophic incident.  He admitted that safety and security incidents are governed by different probabilities, but noted that as we make infrastructures more robust we reduce catastrophic outcomes and improve the system’s response and recovery capabilities.  
 

Dr. Steve Chase made a presentation about the FHWA transportation R&D efforts in support of homeland security.  He began by pointing out the critical role of the interstate highway system and the Strategic Highway Network in the nation’s economy and national defense.  The challenges with respect to securing the vast 4 million miles of the nation’s highway infrastructure, Dr. Chase pointed out, stem from the system’s openness and dispersed ownership structure.  Some 38,000 entities – state, county, local, and private – own and operate much of the nation’s roads, bridges, and tunnels.  Because of this complex ownership structure of the highway system, much of the FHWA security-related R&D has been done collaboratively with state and local entities, he said.   Partnership, and not regulation, he emphasized, is the chief mechanism for the FHWA to ensure security.  Dr. Chase pointed out that the vulnerability assessments conducted on bridges and tunnels have recognized these assets as potential terrorist targets, and have accordingly afforded them a high priority for protection measures.  In the aftermath of 9/11, FHWA formed an AASHTO Blue Ribbon panel of experts to recommend measures to enhance the security of tunnels and bridges.  The panel recommendations included increased interagency coordination, outreach, and the resolution of who should pay.  To address the financial responsibility, said Dr. Chase, the FHWA is now administering a $30 million highway program, much of which is for response to incidents and threats.  

Dr. Chase noted other security vulnerabilities as well, pointing out that the existing highway and bridge design codes do not include protection against intentional blast.  He recounted the findings of a recent workshop that identified strategic vulnerabilities in the highway system and a number of technology solutions for reducing the possibility of using the highway system as a means of attack, and for improving the highway system’s response and recovery capabilities.  One recommendation had to do with addressing some of the vulnerabilities at the design phase of the highway infrastructure.   Other recommendations had to do with improved risk assessment (RA) methodology, so that risks would be addressed more “holistically” rather than as “point failures.”  Dr. Chase pointed out that integrating RA in the entire network of the critical infrastructure – highway, rail, energy grid, etc. – would make RA more complex and would require advanced simulation techniques.  He also noted that another recommended improvement area, i.e., intelligence gathering and analysis, is quite a new field for the highway community.  To meet these intelligence needs, he said, FHWA is partnering with other entities such as DoD and the State Department in technology development and deployment.  

Dr. Chase concluded by emphasizing the need for better surveillance methodologies that help with the development of a hazardous-materials tracking database and a “national cargo tracking system” – akin to the “maritime container tracking system” – and enable us to quantify the operational benefits in terms of improved safety and traffic flows.  And ultimately, he added, we need to be able to determine how much infringement on liberties we can tolerate as we deploy these new security systems.  

Mr. Vince Pearce spoke about FHWA’s Emergency Transportation Operations (ETO) program and how it relates to security.  He pointed out that the Congress has assigned the responsibility for ensuring highway transportation security to the Transportation Security Agency (TSA).  At FHWA, he noted, the security-related responsibilities have historically focused on traffic incident management.  More recently, however, the ETO program has incorporated homeland security objectives – and natural incidents such as hurricanes – by adopting an “all hazards” approach to emergencies.   Mr. Pearce showed the spectrum of emergencies encountered on highways along one end of the “risk continuum,” depicting the region where traffic crashes create the greatest impact as measured by crash frequency and the level of knowledge to respond to them.  Next, he placed terrorist incidents on the opposite end of the risk continuum, showing how these incidents create the greatest impact as measured by “impact per incident” and “national economic consequence per incident.” He further characterized terrorist and WMD incidents as more complex technically, with the lowest level of knowledge and expertise available at the points where incidents occur.  He outlined the fundamental principles of the ETO preparedness program as creating a roadmap for emergency response that is not hazard-specific, deals with “situation groups” instead of specific situations, and requires a broad scale of support.  Mr. Pearce summarized the scope of the ETO activities as efforts to: organize and coordinate emergencies, predict/detect/deter, deploy technologies that are dual-use, develop effective field response procedures and protocols, ensure communications interoperability, and provide training.   

Panel II – Advances in Transportation and Homeland Security Technologies

Panel II focused on new frontiers in biotechnology, nanotechnology, robotics, information and sensing, simulation and artificial intelligence, and their application for enhancing homeland security and transportation safety and mobility.  Three panelists discussed emerging technologies in remote sensing, robotics and advanced simulation and modeling:

· Dr. William Roper, Professor of Civil Engineering, George Mason University, 
· Ms Helen Greiner, Chairman and Co-Founder, iRobot Corporation, and 

· Mr. Daniel Horschel, Department Manager, the Border Simulation & Modeling Program, Energy and Critical Infrastructure Center, Sandia National Laboratories. 
Dr. William Roper gave a briefing on the applications of remote sensing and Unmanned Aerial Vehicle (UAV) technologies for homeland security.   Security and asset management applications of remote sensing technologies, he said, include capability to: a) Monitor the status of the critical infrastructure, detect change and make appropriate risk assessment; b) Integrate chemical and biological sensor systems; c) Track and manage hazardous materials movements; d) Conduct complex data visualization; and e) Perform intelligent data extraction and evaluation.  As an example, Dr. Roper described the GIS platforms that allow for the fusion of multiple sensors and GPS devices to provide a greater level of detail.  Many of these applications involve sensors for chem.-bio and explosives detection, he said.  One example of the use of remote sensing technologies for infrastructure security, he said, is the application of sensors that have links with ground-based data generated at facilities such as an airport baggage processing centers.   Commercially available high-resolution imagery and sensors in the form of “smart dust and “smart paint” are other examples of new developments in the field.  Dr. Roper pointed out that UAVs such as the Predator and Global Hawk are becoming more readily available, as they fly at low altitudes and connect to satellite communications and ground-based stations and surveillance systems to communicate data in real time.  Some of these UAVs, Dr. Roper noted, have been developed in part through a university-based Remote Sensing Consortium funded by DOT.   

Dr. Roper identified the future trends in sensor technology to be in the direction of more spatial accuracy and higher resolution, with growing applications in site assessment and investigation, monitoring critical transport corridors, rapid change detection, and data and system integration.  The future research needs, he said, are in information integration and visualization, development of fuzzy classification systems, application of neural networks, Echelon analysis methods, data fusion/data mining, and integrated scenario modeling.  The challenges to address, Dr. Roper noted, include many non-technical difficulties such as data sharing barriers and disciplinary differences between developers and users.  Other challenges include multi-sensor data integration, an interdisciplinary approach to needs development and product requirements, and standardization of data formats.   

Ms. Helen Greiner described applications of robotics for defense and physical infrastructure security, noting that robotics is an emerging market and that one single company, iRobot Corporation, accounts for a large share of robots built currently.  She described the security applications of the company’s robotic device, PackBot, which was first used in the ruins of the World Trade Center for search and rescue purposes.  PackBot was later used in Afghanistan to scan caves for explosives, and later in Iraq to search for WMD.  Though they did not find any WMD in Iraq, she said, PackBots have continued to be used there daily to search in mass graves or help with bomb and explosive ordinance disposal.  Application of robotics for routine surveillance efforts is important as well, she noted, as robots can be equipped with cameras as well as sensors and communications devices.   Ms. Greiner emphasized that the robots her company has developed are not autonomous, nor are they all about sensing.  They provide flexibility as to the degree of autonomy and the amount of intelligence onboard, offering the operator the opportunity to guide the actions of the robot directly, or choose to operate them remotely and autonomously where the risks are too great.   

Ms. Greiner pointed out that R&D efforts are underway to develop next-generation robots.  Much of the R&D effort is conducted in conjunction with the US Tank Command (TACOM), which is working to improve the ability of the US soldier to operate in an urban environment by giving greater autonomy to the robot, since in many urban terrain conditions the operator’s maneuvering of the robot would distract from other urgent tasks.  iRobot is also developing the Future Combat Systems for the DOD Technology Support Working Group (TSWG).    

Mr. Daniel Horschel presented a briefing on developing systems-level simulation models to analyze operations at the U.S. ports-of-entry.  He described how the Sandia researchers are working on simulation models to improve border security, with the key objectives of optimizing the flow, cost, and security of processing passengers, cargo and vehicles.  The models are used to detect threats, assess vulnerabilities, and formulate response from a system’s perspective.  Sandia is testing these simulation models at border crossings such as the San Ysidro crossing in Southern California, and at the Ports of Seattle and Tacoma for container traffic.  The border simulation is modeled as a hierarchical network, based on a distributed, interactive simulation framework run on multiple serves.  Each node – represented by multiple models – is intelligent and capable of routing each entity to the next node.  To protect privacy and the proprietary aspects of the data incorporated into the simulation application, Sandia has developed a Distributed Role-Based Access Control Mechanism (DRBAC) to allow data owners to define the elements and enforce the rules on a need-to-know basis.  Mr. Horschel pointed out that in addition to helping with border traffic processing, these simulation models aid in developing mitigation techniques and incident response options that can be adapted to different border conditions and locales.  The models also offer visual representations of operations in an integrated system for multiple domains at land, air and sea, and as such, they complement the traditional methods for security vulnerability analysis.  

Panel III – Integrating Security into the Global Transportation System

Panel III addressed the challenges and prospects of integrating security into the global transportation system.  Four panelists discussed how to make security countermeasures economically and operationally sustainable, globally enforceable, and conducive to infrastructure resilience and supply chains transparency:

· Dr. Ruth David, CEO, Analytic Services Incorporated (ANSER),  

· Dr. Rae Zimmerman, Director, Institute for Critical Infrastructure Studies (ICIS), New York University, 

· Mr. Willem Beukenkamp, Transport Research Center, Dutch Ministry of Transport, and 

· Mr. Jim Rice, Director, Integrated Supply Chain Management Program, Massachusetts Institute of Technology (MIT).

Dr. Ruth David spoke about the approach of ANSER – which was recently awarded a $130 million contract over the next four and half years to operate the newly created Homeland Security Institute  – to promoting dual-benefit technologies.   She began by noting that the traditional application of “dual use” technologies originated a couple of decades ago in the defense industry, when the efforts to drive defense costs down led to promoting civilian and commercial applications of defense technologies.   Dr. David stressed the distinction between this notion of dual-use technology and what she termed “dual benefit solutions” – i.e., placing the emphasis not on technology per se, but rather on “how it is implemented in the system.”  She defined “dual-benefit solutions” as security-related techniques that generate simultaneous operational and cost-saving benefits, and build solutions that are sustainable.  For homeland security technologies to be sustainable over decades – and not just over a period after a tragic event – they have to be economically viable and operationally feasible, she said.  This means, they must be acceptable to the users and citizens, e.g., intrusions in civil liberties and personal privacy must be at a tolerable level.  It also means that the solutions must generate economic benefits day in and day out, not just in terms of security, but also for the peripheral missions of the civilian users.  

Dr. David emphasized that the advantage of adopting a dual solution perspective is that the focus of homeland security technology deployment becomes seeking a solution space that is both operationally and economically viable, not finding solutions for horrific scenarios (solutions that are often unaffordable and invariably imperfect, she added.)  Dr. David stressed a third set of boundary conditions: a feasible international dimension.  The global dimension, she stressed, is invariably a pivotal part of the implementation equation for any security solution.  As for how to implement the three key homeland strategic objectives – preventing attacks, reducing vulnerability, and response and recovery – she noted that a dual-benefit solution would require broadening the perspective.  For attack prevention, for instance, the spectrum of threats would be broadened beyond terrorists to include lower-level harm caused by non-terrorist events (e.g., accidents or disgruntled employees.)   Because terrorist events are low probability events, she said, prevention strategies should not be viewed in isolation, but rather through an end-to-end approach.  With respect to reducing vulnerabilities, she noted, an end-to-end approach would make more sense than just hardening the infrastructure.  Rather, the approach would take into account effective response measures that would reduce the psychological impacts of an event – e.g., the effects of the shutdowns after the 9/11 attacks that proved more harmful than the actual damages.  Dr. David concluded by stressing the need for sustainable solutions that make business sense and are operationally feasible.    

Dr. Rae Zimmerman’s presentation was on how to promote flexibility in the transportation network to reduce vulnerability.  She emphasized that because we cannot prevent terrorism, focusing on reducing vulnerability is often a more effective solution.  Dr. Zimmerman summarized some of the conditions that make the transportation infrastructure and public transit particularly vulnerable.  Some of the factors that contribute to the greater vulnerability of the transit infrastructure, she said, include the large area of exposure for the public transit network, the highly networked nature of the transit control systems, co-location of many utilities with the transit system, and finally the consolidated nature of the power supply.   

Dr. Zimmerman also discussed the lessons-learned in building flexibility from several transit-related terrorist attacks.  The first lesson had to do with the impact of the shut down of all rail and transit service in the immediate aftermath of the 9/11 attacks – a decision partly driven by uncertainties about the chain of events.  Had the shut down period been shorter, she said, the nationwide disruption would have been far less severe.   She noted, however, that the evacuation process itself proved to be highly efficient and orderly.  The second lesson learned had to do with the flexibility exhibited by other public transit and freight operators, demonstrated by an increase in service by the New Jersey transit, and sharp rises in passenger ferry service and barge freight.  Finally, the third lesson learned related to the complex problems that arise from reliance of large networks.   

Dr. Zimmerman concluded that reducing reliance on large networks, and building more distributed networks and matrix systems, was likely to mitigate the severity of the consequences.  Greater reliance on distributed technologies, greater use of alternative sources of energy and solar power, and a move towards less intensive land-use are steps that are likely to make urban infrastructures relatively less vulnerable to disruption.  These distributed technologies, she emphasized, are capable of autonomous operation, are portable and close to the users and, with the advent of nanotechnologies, have the advantage of small size.  Dr. Zimmerman, however, noted that the concentration of redundant layers of infrastructure systems in the area surrounding the World Trade Center proved beneficial in recovery efforts and increased response flexibilities.  She pointed out that redundancies in the power supply and in the passenger and freight modes, as well as the availability of private communication networks, helped expedite the emergency response and recovery efforts.   Like Dr. David, Dr. Zimmerman underscored the adverse psychological impacts of the post-attack shutdowns, stressing that in New York City the impacts of the shutdown proved more detrimental than the direct attacks.    

Mr. Willem Beukenkamp’s presentation was on the strategies used to safeguard the Dutch transportation infrastructure against terrorist attacks.  He outlined the Netherlands’ security strategies and compared them  to the strategies prevalent in the United States and other European countries.  He pointed out that the Netherlands is a trading nation and an important link in the global logistics chain, fully cognizant that its infrastructure is vulnerable, as it can either be a terrorist target or used to strike some other targets along the chain.  When it comes to protecting their vulnerable infrastructure, Mr. Beukenkamp maintained, the Europeans have a more pragmatic approach than their American counterparts.  The Europeans, he said, have accepted some damage as a normal fact of life, recognizing that they cannot protect everything.   He characterized this European approach as one that identifies the vital economic interests and operational components of the supporting infrastructure, and focuses its protection efforts on them.  He termed this the “citadel” approach – based on the Delft University methodology – that creates a protected arena by identifying vital national and economic nodes and key concentrations of people, where cascading events can lead to progressive collapses in the infrastructure.  All other nodes in the system are accepted as vulnerable.    

Mr. Beukenkamp described the citadel approach as a model that integrates design, control and practice (the DCP diagram) into a process-oriented security system.   The DCP process is based on a probabilistic risk model that uses specific risk scenarios to quantitatively estimate the maximum tolerable accident (MTA).  Mr. Beukenkamp contrasted the citadel approach to the U.S. “belt approach” which consists of strategies to control the entire transportation chain by building a security belt around the country.   The belt approach, he said, requires enormous resources, since it attempts to protect everything – end-to-end and within the entire supply chain – and leaves no resources for secondary defense once an attack occurs.  Mr. Beukenkamp concluded by stressing that the economic viability of a system is paramount and that relying on a risk mitigation strategy that is cost effect is more sustainable than one that is cost prohibitive. 

Mr. Jim Rice discussed the application of Auto-ID capabilities for reducing supply-chain vulnerabilities.  Auto-ID capabilities refer to supply chain tracking systems based on radio-frequency identification (RFID), which include a tag (often passive), a reader, software, Electronic Product Code (EPC), a directory for object naming service (ONS), and Physical Markup Language (PML).  Advanced Auto-ID systems have a number of advantages over the conventional RF ID systems – including open standards and access to network data

storage – that may eventually lead to lower-cost tags and broader market penetration.  Retail RFID networks are in use in the distribution centers of companies such as Wal-Mart, Target, Gillette, and TESCO.  RFID networks are also used widely by the military for maintenance and repair operations and cargo container identification.  Security applications of RFID have been in the Smart and Secure Tradelanes (SST) Initiative and other pilot programs involving the use of electronic seals for intrusion detection and location monitoring.  

Mr. Rice identified the security applications of RFID systems by noting that these systems can reduce vulnerabilities to high-impact, low-probability disruptions by not only helping to prevent the attacks but also by managing the consequences after an attack.  Prevention applications, he said, include access control for cyber and physical security, cargo screening, and for supply chain design, operations, and location selection.   Applications in response and consequence management include business continuity and emergency response planning and development of resilient infrastructures.   Mr. Rice defined resiliency as “ability to react to unexpected disruptions and restore normal supply network operations.”  He pointed to two key challenges that have made it unclear whether RFID will replace barcodes any time soon.  One barrier has to do with the lack of a clear business case or a positive benefit/cost ratio for many applications.  He noted that though at the level of the network, positive benefits have been demonstrated, point solutions have shown limited return on investment (ROI).  Other challenges, he said, are technological and related to network standards, hardware compatibility, interference issues for metallic products and liquids, and organizational barriers that arise from the need for new levels of collaboration.    

Summing Up: Progress, Challenges, and R&D Needs 

The panelists and the attendees agreed on several broad themes, recognizing that DOT and DHS have made significant security gains, but that some fine-tuning is needed and many R&D challenges remain. 

1 – Progress has been made in aligning the two agencies’ security and transportation mobility objectives.

· Security objectives are compatible with transportation mobility and safety, and often mutually reinforcing.  By making the transportation infrastructure and vehicles safer, and ensuring optimal levels of network capacity and passenger and freight mobility we can create a more robust system that would survive disruptions, and would recover more rapidly and with less severe consequences.  The DOT programs for regulating infrastructure and cargo safety and responding to traffic incidents provide a flexible platform for incorporating security objectives.  New flexibilities in administering highway emergency operations and traffic surveillance are promising significant security benefits without detracting from the safety or traffic management objectives. 
· Transportation mobility is an essential component of response to and recovery from an attack.  Open access to facilities and adequate transportation capacity are essential for rapid recovery, and likely to lessen the economic impacts of a catastrophic event.   Conversely, restricted access and closed airports, borders, transit stations, and marine ports have been demonstrated to have adverse psychological impacts and conducive to cascading economic effects throughout the system.  Policies for ensuring transportation mobility are critical components of a national homeland security strategy.  

· Today’s advanced technologies have generated immense benefits for operations conducted at the nexus between transportation and homeland security.  Advances in biotechnology have helped with development of sensors and biometric devises for routine transportation identification tasks and for detecting security threats.  Progress in information and satellite location technologies has been indispensable to the success of commercially-driven cargo and vehicle tracking operations, as well as the government’s passenger screening and infrastructure surveillance capabilities.   Nananotechnology has proven invaluable in applications based on the fusion of multiple sensors, fusion of RFID and satellite location devices for infrastructure surveillance, and in the development of distributed energy networks.  Robotics and remote sensing technologies are also becoming a growing component of the security, surveillance, and rescue operations that deploy robots and UAVs for remote access, control and visualization for threat detection, vulnerability assessment, and response and recovery.  

2 – Fine-tuning some of the existing transportation procedures would generate significant security benefits as a byproduct.  

· Though security and transportation safety/mobility are often complementary objectives, they are likely to pursue divergent goals if security is not incorporated at the design phase.   For instance, the existing highway and bridge design codes do not include protection against intentional blast.  Another example is the maritime AIS system, originally designed for navigation safety, which is susceptible to security intrusion and manipulation and often rejected by marine security officials.  However, some fine-tuning of the system can help incorporate AIS into a secure platform.  In its present state, also, AIS can be an integral part of a layered security strategy that deploys multiple and redundant identification tools to help identify threats and flag anomalies.

· The nation’s vast private-sector infrastructure assets and security networks need to be identified and incorporated in a broad-based homeland security action plan.   This would require a systematic approach to identify the private sector critical infrastructure and the security measures they deploy for infrastructure protection.  By better understanding the local and private sector components of the critical infrastructure, the homeland security technology strategy would shift its focus away from deploying technology per se, to a strategy based on how widely the technology would be accepted and implemented by the private sector.   Promoting the security solutions that can also be adopted by the private sector would create dual benefits by generating operational efficiencies and reducing costs for DHS as well as the private sector.  The emphasis on the private sector practices would also make the critical infrastructure more secure by supporting embedded technologies and security practices that are better integrated in the system, and ultimately more sustainable.  

· Efforts to create a coherent emergency response plan would be far more fruitful if the disjointed responsibilities for protecting the nation’s transportation infrastructure are clarified.  Clarifying the responsibility to respond to transportation infrastructure emergencies among the estimated 38,000 public and private entities involved would be a positive step in the direction of filling the coordination gap.  Determining the flows of information and the chain of command during crisis conditions – whether it is about a vessel approaching the harbor or intelligence reports about an incoming threat to a transit agency or a metropolitan traffic control center – would streamline the decision process by creating a uniform framework based on criteria such as the criticality of the situation, exposure and vulnerability conditions, the source of threat information, and access to response and recovery resources.  

· Significant synergies can be gained by aligning the two cultures of security and safety.   A strong safety culture is present at the DOT and much of the corporate America engaged in safety-related production – e.g., vehicle design, energy infrastructure, and chemicals and hazardous materials production and distribution.  As we plan for homeland security, we are likely to see that security aligns very well with the existing corporate and regulatory procedures for system safety design and operations.  With an estimated 70%-85% of the critical infrastructure in private ownership, this realignment could be a significant step in building security into the fabric of the corporate culture.

· To be sustainable, security solutions need to be international in scope and acceptable by the global trading community.  End-to-end technology deployment and risk mitigation strategies in the United States need to incorporate the practices of the global partners at the interface between the domestic and international operations.  Container security initiatives such as the C-TPAT and CSI, and solutions that would require creation of a “national cargo tracking system” illustrate the need for international cooperation.  For our economy to have access to secure supply chains at home, we need to go beyond the national borders to provide reliable and end-to-end identification and tracking of the vessels, cargo and containers in international commerce.  

3 – Implementation challenges remain and future R&D efforts are needed

· Making a business case for security technologies and ensuring their operational feasibility are the twin challenges of a sustainable homeland security strategy.   We need to devise a framework for evaluating the costs and benefits of security technologies, their effectiveness in the field, and their feasibility in terms of the operator acceptance and the tradeoffs the citizens have to make in terms of privacy and loss of civil liberties.   Such a framework would enable us to quantify the operational benefits in terms of improved traffic flows, border security, or infrastructure protection resulting from deploying the existing array of surveillance technologies.   As we deploy new security systems, such a framework would help us determine as a nation how much we are willing to pay for these systems, what we’ve gained in added security, and how much we are willing to trade off in loss of privacy or infringements on civil liberties to gain the added security.   
· Risk management needs to move away from point solutions towards systems-level strategies.  Many of the technologies deployed to enhance homeland security provide point solutions.  Instead, R&D efforts are needed to arrive at risk mitigation strategies that address the threats and solutions more holistically and from a system’s perspective.   A system-level risk analysis (RA) would integrate RA in the entire network of the critical infrastructure.  It would address preventive measures as well as a design-based hardening of the infrastructure to reduce both the threats to and the vulnerabilities of the critical infrastructure.  It would also broaden the spectrum of threats addressed beyond terrorists to include lower-level harm from accidents or insider action.  R&D efforts would also be conducted to advance the frontiers of risk assessment, risk mitigation, and risk communication, and craft a consensus on the strategies, tradeoffs and payoffs.  Also recognized is the need for R&D efforts to develop capabilities for intelligence analysis, data mining, and decision support tools utilizing artificial intelligence, game theory, and advanced simulation techniques. 

· Many of the key challenges facing homeland security are non-technical.  Research is needed on an array of non-technical barriers to data sharing and interagency collaboration, and on how to best promote an interdisciplinary approach to needs development and product requirements.  There is also a need for improving techniques for multi-sensor data integration, standardization of data formats, communications interoperability and the first-responder training.   
For more information on the Volpe Center outreach events, contact Dr. Bahar Barami, Senior Economist, 617-494-2150, at barami@volpe.dot.gov. 
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