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1. General

Recent events in New York and Madrid have shown how vulnerable Western infrastructure is to terrorist attacks. The Dutch government is well aware that terrorism does not stop at its borders. Like any western society, the Netherlands is very much depending on it is infrastructure.

However, security is more than dealing with terrorism. Major questions are: how vulnerable are we? And what can we do to contain the effects of security problems, like a terrorist attack? Can science be of assistance in these questions? The Ministry of Transport and Water Management’s AVV / Transport Research Centre has done some research into these questions. We have also found answers. 

These answers are not the answer to the ultimate question of life, universe and everything, but they point the way towards a policy that does much more than at present to counter the effect of terrorism and other intentional disruptions regarding our transport system. As Churchill said during the height of the London Blitz: “London can take it”. Holland must be able to take it as well, but how much and where? What is the price we have to pay as a society? What is the international context?

This papers shows the way the Netherlands is looking at security problems such as terrorism (and others), the way we think terrorism can be classified, the Dutch experience with terrorism and security, the role of the media, the international context in which we have to operate and participate and the lessons that can be learned from our own experience and those of others.

This paper will give an overview of the way of thinking as developed by AVV from studies done by Delft University, TNO and AVV / Transport Research Centre itself. Important issues are a shift in thinking from risk to threat, the positioning of security in the transport system as a whole, the Dutch philosophy towards security of transport systems (Citadel approach) and the European response resulting from 9-11.

2. Transport security: not just terrorism

2.1 Introduction

Though at present transport security is heavily focussed on terrorism, security is much more than that. In the Netherlands and most if not all of our European partners, major security problems related to our transport systems are:

· Vandalism (e.g. throwing stones from bridges to passing motorcars, putting objects on railway track or setting fire to trains);

· Criminality (e.g. fraud, theft of cargo or vehicles, drugs trafficking and illegal immigration);

· Extortion (recently with Deutsche Bahn, when several parts of the German railway system were sabotaged to receive money);

· Terrorism (e.g. hijacking, bombings, biochemical attacks).

This chapter will show some of the security issues in the Netherlands, the history of terrorism in our country, trends in terrorism, the international context in which we have to operate and the lessons that can be learned.

2.2 Security issues: risk versus threat

At present, in the Netherlands attention is mainly focussed on vandalism and criminal activities like theft and drugs trafficking. Dutch Railways alone suffers more then 20 mln $ damage per year because of vandalism, according to a recent report of the railway trade union. This ranges from setting fire to trains to placing objects on the track. Another persistent problem is children throwing stones from bridges to passing motorcars on the highway system. 

Theft of goods in transit is a major problem for Dutch and European industry, which is costing billions of dollars each year in the EU alone, according to a recent EU-memorandum regarding transport security
. These thefts are not only a burden on industry (replacement cost, lost sales, customer dissatisfaction) but also the proceeds from these crimes may be used to fund other criminal activities. Hijacking of vehicles (lorries) is a serious problem as well and is often done to steal the cargo, but can potentially be done to use it as a weapon. This requires improved preventive measures and a mitigation strategy e.g. locks, immobilisers, tracking and tracing of vehicles and/or cargo etc. 

In general, criminal activities are not clearly visible, especially not to the public. The consequence is, that the damage caused by criminal activities is often under-estimated by politicians and public. The impact of terrorism on society is far greater than with the above-mentioned problems, because it is clearly visible and it usually comes as one major blow. 

When simply counting casualties, the effect of terrorism is still minor compared with transport and traffic accidents. The worst accident in aviation history occurred in 1977 on Tenerife, when a KLM Jumbo jet hit a Pan Am Jumbo jet and 577 people lost their lives. The worst transport disaster in history was the sinking of the Wilhelm Gustloff on January 30, 1945, when more than 6000 civilians lost their life in a single transport disaster
. 

Even the death toll of September 11 (according to CNN in October 2003: 2752) is limited compared with the casualty list of the Iran earthquake of 2003 (more then 26.000 casualties) or the annual number of victims on US roads (2001: 42.116). 

However, the mere fact that a terrorist act is a deliberate form of killing, or the threat in itself, is apparently enough to upset society. In the perception of the population, terrorism is not a risk but a danger, in the sense of something that cannot be influenced by an individual. The Dutch Social Planning Office has stated
 that the acceptance levels of dangers like terrorism is far less then the acceptance level of everyday risks like traffic accidents. And above all: terrorist acts are still rare in occurrence and therefore hot news, which is exactly what terrorist groups want. That brings us to the next section.

2.3 Role of the media

The role of the media during and after a major catastrophe such as a terrorist attack is very important. As Laquer stated: ‘Classic terrorism is propaganda by deed, and propaganda is impossible without the use of the media’
.  This is contrary to ordinary criminality, which wants to stay out of the press as much as possible.

Ericson described five types of knowledge
, used by the media:

1. Factual knowledge (what has happened?)

2. Secondary, explaining knowledge (why did it happen?)

3. Emotional, empathic knowledge (how did it feel to be involved?)

4. Evaluative or moral knowledge (was it good or bad what happened?)

5. Prescriptive or recommending knowledge:  (what should be done about it?)

Television shows a preference for the third type (emotion and empathy), whilst using the fourth type as support. The second type is usually discouraged by television. 

In general, media see terrorism as a kind of entertainment. 

The way media operate during a crisis can influence governments in the way they handle such a problem. Former British Prime Minister Margaret Thatcher once said: ‘we must try to find ways of starving the terrorist and the hijacker of the oxygen of publicity on which they depend.’
 Various scientists like B.L. Nacos and D. van Atta believe some criticism on the way terrorism is handled by the media is justified. But they reject the assumption that terrorism would disappear if there was no media coverage
. 

Above all: Watergate amongst other events has shown that a democratic society needs a free press as its public conscience. Besides: people want to know what’s going on. They won’t accept any form of news blackout. It is therefore important to incorporate the role of the media in control processes like the ones as described in this paper.

2.4 Terrorism and hostile actions in the Netherlands past and present

Terrorism against infrastructure isn’t new, not even in the Netherlands. This section shows that problems that have occurred in the past could repeat themselves in the present, perhaps in a slightly different, but possibly more lethal form.

For example, in 1976 and 1977 Indonesian idealistic separatists hijacked two trains. The first hijacking ended peacefully, after prolonged negotiations.  The outcome of the second hijacking was far from peaceful, because it ended after three weeks in a military attack on the train, whereby six of the hijackers and two hostages were killed. It did show to anybody that the Dutch government and Dutch society as a whole were prepared to fight. At that time this was a very important signal to any terrorist movement, because it reduced their chances on success, given the aims of the type of terrorism we were dealing with. Nowadays, it could make terrorists more determined to achieve their objectives at any price, as recent events have shown.  

A recent opinion poll
 has shown that a majority of Dutch citizens thinks that there is a real threat of a terrorist attack against the Netherlands. But a similar majority is not willing to change the political course of the Dutch government on issues like Iraq. We should not give in to terrorism according to them. As a reaction to the same poll, Dutch politicians urged our government to take serious steps to combat terrorism and mitigate its effects. And willing or not, because of this poll the Dutch government had to speed up some of its programs to show that it was actually doing something. This is another example of the important role of the media as mentioned in the previous section.

We have had our share of terrorism against airlines as well. In the past several Dutch planes have been hijacked. Fortunately, we didn’t suffer any bomb attacks against Dutch planes. At present our national flag carrier KLM/Royal Dutch Airlines is well established all over the world and still is one of the major airlines. It is also closely linked to US carriers North West Airlines and Continental Airlines and after being taken over by it in the near future, to Air France.

Another type of hostile actions we encountered is political/economical action. During the aftermath of the 1973 Yom Kippur War OPEC started an oil boycott against the USA and the Netherlands. This was in retaliation for our supposed support of Israel during that war. It had only a marginal effect on our economy, but the signal was very clear: the port of Rotterdam
 is on the political map and therefore a possible target for hostile political actions like terrorism. In 1973, Islamic activists didn’t have the capability to launch a mass attack on a port like Rotterdam and to enforce the boycott by knocking it out. Nowadays, things could be very different!

Events during the Second World War have given us food for thought as well. In 1944/45 both the Allied Forces and the Germans attacked our coastal defences, thereby flooding major parts of our country. It took many months to repair this damage, but the effects of saline seawater on pastureland took years to clear. 

The same war plus later (natural) events like the 1953 flooding of the south-west of the Netherlands showed the vulnerability of our national drainage system (1/3 of the Netherlands is located below sea level). It used to be steam operated and thereby stand alone, but nowadays it is mostly electric driven and therefore depending on the national electrical grid. That grid is now stretched to its limit and overload failures have occurred, though up to now these failures have occurred only locally and are infrequent. The most important pumping stations do have a diesel backup, but not all of them.   

This section shows that the size of a country does not matter when dealing with terrorism. It is the international importance and visibility that determines when even a small country like the Netherlands can be targeted. The more complex a society and its supporting systems like transport systems, the more vulnerable it is to security problems like terrorism.

2.5 Trends in terrorism

In general terrorism can be divided
 into:

1. Political-geographic terrorism (IRA, ETA, Tamil Tigers); 

2. Political-ideological terrorism (Red Brigades, RAF, Shining Path, KKK, Timothy McVeigh);

3. Political-religious terrorism (Aum sect, Hamas, Hezbollah, Al Qaida, Ghia).

All three types have occurred in the Netherlands. Either our country has been used as a safe haven or it was used to attack specific targets, like the assassination of the British ambassador Sir Richard Sykes in The Hague by the IRA in 1979 and more recently the murder of Dutch politician Pim Fortuijn in 2002 by a national extremist. 

Using the Netherlands as a safe haven is very difficult to combat, given our constitutional rights of freedom of opinion and speech, freedom to form societies and so on. However, international obligations forced us to change our laws in such a way, that being a member of a criminal organization and/or planning terrorist acts are considered to be criminal acts itself and will be prosecuted. But proofing it is very difficult, because part of the evidence is gathered by security agencies and falls under the Dutch Official Secrets Act. Committing a terrorist attack is a ‘normal’ criminal act and will be prosecuted and severely punished, as soon as they are caught.

There is a market shift in terrorism. The first type, political-geographic terrorism, strikes mostly at individuals related to the management of the political/military/ economic system and uses mass terror in most if not all cases only as a threat to blackmail governments. Often, these terrorist groups warn police before a bomb attack actually takes place. There are notable exceptions though, like the Omagh bombing in Northern Ireland in 1998. The attack of the Tamil Tigers on the planes of Air Sri Lanka at Colombo Airport is a classic example of a strategic strike against national infrastructure. 

The second type, political-ideological terrorism, is aiming at the population as a whole. Those who are not in favour are against these groups in their ideology and therefore legitimate targets. Again, the idea behind it is again some form of blackmail, but this time more aimed at society, persuading people to give up their support for the government. The effect is severe but still local. 

Both types (1&2) can be countered in some way by local defensive actions, like the protection of buildings, bodyguards, armoured vehicles and so on. But the effects of such attacks can be devastating on a local scale, like the Sarin attack on the Tokyo Subway, the Oklahoma bombing and others.

The third type, political-religious terrorism, is relatively new but also by far the most lethal. It can strike anywhere, anytime. The aim is not only to threat with terror, but also to disrupt society by actually using weapons of enormous destruction, if not mass destruction. The ideology is based on revenge, all out war. This marks a shift from political/economic targeting to political/social disruption. The common man in the street, his wife and/or his children can become victim of these atrocities. Potentially the war is brought home to every household, not just the elite.

One could argue that the WTC was chosen for its economic value, just as much as the Pentagon was of military strategic value. This is similar to the attack on the Baltic Exchange in the City of London April 10, 1992 by the IRA. But Madrid was different without doubt. The bomb attacks on four trains served no economic purpose at all. Instead, Madrid and its society itself was the target. With hindsight, one could argue that the WTC and the Pentagon were chosen because they were both international landmarks and contained people? 

The aftermath of the Madrid attack has shown that suicide bombing transferred to Europe. When Spanish police tried to arrest the terrorists, they blew themselves up with most of the building they were living in. Death apparently is no deterrent for these terrorists, but more likely an act of heroism, which brings glory to the terrorist and his or her family. Anybody, not just politicians or senior management from major companies, any citizen could become a victim of these attacks. And everything that is valuable to society is also vulnerable
. 

Recent terrorist attacks indicate that infrastructure is sometimes a target, but at other times a means of creating even more havoc, therefore a weapon in itself. What these latter attacks are aiming at is a progressive collapse of society, a multiplier in destruction. A multiplier, not only caused by the immediate attack itself, but also by the aftermath of it, like government response, public response (press!) and so on. 

As an example, it is very likely that the Spanish government has lost the recent elections as a result from the Madrid bombings. And how will the US-elections be influenced if Al Qaida strikes in November? 

2.6 International context

The Dutch economy is very much a trading economy and has been so for hundreds of years. The Dutch infrastructure is small in size but forms an important link in global logistic chains. The Netherlands must therefore realise that either its infrastructure is a target, or it could be used to strike somewhere else along these chains. 

There is a marked difference in approach between the USA and Europe when dealing with terrorism. The USA wants to control that part of the entire transportation chain that is somehow related to its territory. This is called a belt approach, because you are building a security belt around your country. 

A belt approach requires enormous resources if you want to protect everything within it. E.g. a belt defence requires control of the entire logistic chain from the manufacturing plant to the shop that sells the end product. At present this is virtually impossible, except for the nuclear market
. Additionally, with a belt defence there are not enough resources left for a secondary defence. Once an attacker does get through, there is no way left to stop him or her.

Europe is more pragmatic. We have learned to accept damage as an everyday fact of life. This does not mean we won’t do anything about it, but it is normal for systems to fail unexpectedly, as Perrow has described in his book ‘Normal accidents’. The European approach is to check somewhere down the chain and make sure that the middle section, the most vulnerable part, is secure. A progressive collapse must be avoided, but a partial failure would be acceptable. These two approaches could lead to problems or even conflicts at their interfaces. The USA and the Netherlands have joined forces to make the transition from one system to the other as smooth as possible. Containers destined for the USA are checked in the port of Rotterdam. Passengers and cargo using airlines destined for the American continent are checked at Schiphol Airport. But this is an immense task given the size of traffic that’s being handled in the Netherlands. 

The offside is, that these checks cause delays and frighten possible customers. Competition between ports in Europe is severe. Antwerp is very close to Rotterdam and a logical alternative
. Therefore a comprehensive security policy that covers only part of a global chain, can and will disrupt competition and in itself will do a lot of economical damage, without the help from terrorists. 

Extra complication is, that if the Netherlands want to safeguard the approaches to a major port like Rotterdam, we have to start hundreds of miles away. The main shipping lane to Rotterdam from the south (Eurogeul, specially dredged to allow for the largest ULCC’s) starts opposite Dunkirk in France, about 200 nautical miles from Rotterdam. This safeguarding of the approaches to Rotterdam requires the cooperation of the navies of France, Britain, Belgium and Netherlands. 

The port of Rotterdam itself covers a vast amount of territory, both land and water. The Dutch navy regularly scans the entire harbour bottom for strange objects. Harbour police is patrolling the various roads and waterways. All major companies have secure areas, with their own security system. The port of Rotterdam has one major advantage: most of its docks are situated on an island with only limited access roads. 

The landside of the protection of the Netherlands and its main ports like Rotterdam and Schiphol Amsterdam Airport in particular is another story. The Balkan is still very much unstable, so are some former USSR republics like Byelorussia and Ukraine. The fall of the Berlin Wall weakened the back door of Western Europe. Internal border checks in the EU have been abolished ten years ago to stimulate the free flow of traffic (freight and passengers) in the EU. This makes border control now the job of some EU members, who have neither the capacity nor the technology to do so. They need help. But do we have enough resources to help them?

On top of that comes the active international role that the Netherlands is playing. We are host to several sensitive international organisations like the International Court of Justice (ICJ), the Organisation for the Prevention of Chemical Warfare (OPCW), Europol, the International Criminal Tribunal on Yugoslavia (ICTY), the Scottish Court in the Netherlands (Lockerby Tribunal) (now ended) and the International Criminal Court (ICC). 

All these institutions are in one way or another politically sensitive, as demonstrated by the reaction of the Bush administration to the founding of the ICC
. Furthermore, Dutch armed forces have been in action al over the world, from Bosnia to Cambodia, from the Sinai and Eritrea to Afghanistan and Iraq. This combined with our strategic economic position in Europe makes the Netherlands a possible target for political actions, be it perhaps a secondary one.

2.7 Lessons to be learned

History shows many lessons to be learned. Safety and security are not very high on the political agenda, unless something serious happens. The problem is that the costs of safety and security are usually clearly visible, but it is sometimes very difficult to show the benefits of it. The classic joke in the Dutch Department of Transportation and Water Management is the morning prayer of the civil engineer: ‘Oh Lord, serve us today our daily bread and from time to time a watershed’. 

The first lesson is that societies only tend to learn by means of shocks (Stoop, 1992;  Toft , 1994). Because criminality is not visible and the resulting damage is spread out over a large part of industry and society, the effect on society as a whole is underestimated both by the politicians and by the population. As long as there is no publicity around it, it is taken as part of every day’s life by those not directly involved. A major accident or act of terrorism has a shock effect, which stirs up things in a tremendous way, even though it is real impact is many times smaller than the impact of other problems. 

There is at any time tension between the security responsibilities on the one hand and the economic possibilities on the other, like the choice between ad hoc (political) reaction and long term, but more cost effective measures. 

George (1984:13) described this in his exchange dilemma for the policy decision making of US presidents:
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This model postulates that in practice the risk of analytical inaccurate decision making (positive failure) is weight against the danger of not getting the necessary political support (need for acceptance) or that the financial/economical consequences do not justify the action. George (1984) states ‘The important point is that only in the most trivial decisions can policymakers maximize quality and acceptance, while minimizing the expenditure of time and resources.’ However, a security problem is not a trivial matter.

Sometimes, more damage is caused by the government’s response in the aftermath of an attack, than by the initial terrorist act itself (the positive feedback mentioned above). The events in the USA following September 11 are a clear example of this. Such an overreaction can be traced back to the psychological shock of the act itself plus the experienced political obligation to ‘do something about it’, to appear decisive. ‘Where is Bush?’ was often heard in the immediate aftermath of 9-11. 

Only three weeks later, two hoax bomb threats by phone resulted in the largest transport disruption in the history of the Netherlands after the War. It took more then six hours to clear the resulting traffic jam, which spanned every motorway, main and secondary road in the west of our country, the economic heart of The Netherlands. Planes could not depart from Amsterdam Airport Schiphol, because passengers couldn’t reach it, nor could the crews. Two phone calls, each costing only a few cents, caused economic damage to a total of more then $ 60 million. Certainly value for money!

The second lesson to be learned is, that it is necessary to incorporate the media in the design and control of emergency systems. As shown before, media can play a positive role before a crisis occurs, because they can bring problems to the political arena, thereby contributing to making public systems more stable. 

During and after a crisis however, the media can play a far less positive role by increasing the pressure on government and forcing it to take immediate action to satisfy the public. The involvement of the media might in fact decrease stability. The outcome can be an escalation of the problem instead of a de-escalation. 

If the media are seen as partners in a difficult process, every day’s practice indicates they will play their role as best as they can, given their public/economical responsibilities. Recent developments around Al-Qaida propaganda are a good indication of this. Perhaps this does not apply to all media, but certainly to the quality media amongst them
.

The third lesson to be learned is, that methodical research is needed to assist in policy making when dealing with safety and security matters. Too often security and safety is seen as something to be solved by experts. These experts are very grateful for the confidence vested in them, but if these matters are dealt with earlier in the process and in a more methodical way, there might be fewer problems left to solve!  

This more methodical approach to safety and security related matters could prevent extreme reactions as mentioned above thereby saving money, men and means. These savings can be used to further improve safety and security where it really matters, thus creating a positive feedback.

A pure technical approach is insufficient. If the organisation of the system immediately after an incident turns into chaos, every precaution is bound to fail. Therefore three pillars are needed to safeguard security of (transport) systems:

1. Organisation

2. Information

3. Technical measures

In addition to these pillars, four questions should be asked to ascertain the vital parts of systems:

1. Why is this part of the system vital?

2. What can be done to protect the system, or to diminish its vital position?

3. How can the system be protected or made less vital?

4. With what can the system be protected or made less vital?

Too often, attacking the items 2, 3 and 4 (preferably in reversed order) solves problems or so it seems. But if there is no reasonable answer to question 1, the outcome runs every risk of being sub optimal if not utter nonsense. Science and research can do much to counter this problem and make sure that the fundamental questions at systems level are asked and answered first, before solutions are agreed upon.

3. The role of science and research in infra security

3.1 Introduction 

Science and research can do much to reduce the effects of security issues on our society and its transport system in particular. This chapter will show some of the research programs that are currently in progress in the Netherlands. The lessons that can be learned from recent events as shown in the previous chapter can be addressed using the Delft methodology of integrating design, control and practice into one process oriented system. 

The outcome of that integration is the Citadel approach. This marks a shift from a technical approach (a Beta approach), aimed at containing the entire problem (belt defence) to control of the system as a whole (a Gamma approach).  At the same time it must be accepted that the system can be hit and damaged, including a partial collapse, as long as it remains functional and operational, both in the technical sense and as an organisation/network.

3.2 Research programs

At present, in the Netherlands research is being done to position safety and security in the management process. Delft University (dr. John Stoop) has developed a systems approach, called the Design, Control and Practice (DCP)-diagram, in order to integrate safety and security matters in the design and construct of major projects, like infrastructure. 

The AVV Transport Research Centre is extending this approach to the entire safety and security aspect of designing and managing infrastructure. It will consist of a probabilistic (quantitative) risk approach and a systems approach based on specific risk scenarios, the maximum tolerable accident (MTA), based on a qualitative risk approach.

Furthermore, research is being done to predict what would happen if specific parts of our infrastructure should fail. The engineering department of the Ministry of Transport is especially focussing on the security and safety of tunnels. Research conducted by TNO is mainly aimed at prevention and containment of the effects of terrorism, but TNO is also doing research into the resilience of (public) systems. 

Scenario studies are not only useful to study the effects of terrorist actions, but also to study the effect of ordinary accidents and natural disasters. The AVV has set up a program to study the possibilities of tracking and tracing of hazardous shipments on our road system. RIVM research centre in the Netherlands has studied the SARS epidemic. This can be used as a test case for a biochemical attack.

3.3 From risk to threat

The classic approach to safety and security is the standard formula: 

RSc = PSc x ESc

RSc is the calculated risk given a scenario, PSc the probability of an event given that scenario and ESc the effect of it. 

The problem is, that the formula as mentioned above is incomprehensible for non-experts, like ordinary citizens and politicians. You cannot communicate this. E.g. under Dutch law, our coastal defences must be able to withstand a storm surge that can occur once every ten thousand years. But what does this mean? The man in the street will translate this into “over ten thousands years”. Yet there is a chance that disaster will strike tomorrow. And what is the actual range of once per 10000 years? Is it really somewhere between once per 9900 years and once per 10100 years or is it more likely to be in the range of once per 5000 years and once per 15000 years?

Beukenkamp (2001) showed that a translation could be made, by adapting the original formula. If you replace “probability” by “threat”, the risk formula becomes:

RSc = TSc x Ea,Sc

Risk given a scenario (RSc) is the experienced threat of such a scenario (TSc)  times the alleged effect (Ea) of it. This formula is capable of explaining the attitude of society and its population to various risks, but also the way of thinking of terrorists and other criminals. 

If people think they are more or less in control, the threat is estimated to be much lower than the objective (statistical) risk. Therefore either nothing gets done to reduce the risk or even worse: more risk is taken than sensible. Behaviour in traffic is a classic example of this. 

If the threat is perceived to be much higher then factual, or the alleged effect is much worse than in reality, the result is overreaction, like the aftermath of 9-11, or in the Netherlands the public actions against rail transport of Chlorine and Ammonia.

One warning must be given. When dealing with the “low probability, large effect risk”, in the mind of the public experts often underestimate these risks. The nuclear industry is a classic example of this. On the other hand: experts are accusing the public of overestimating such risks. Public actions against rail transport of Chlorine in the Netherlands are an example of this as mentioned above.

3.4 The Delft methodology

As shown in the previous section, policymaking is not always a rational process. Either important issues are overestimated or they are ignored to greater or lesser extend. The best way of ensuring the long-term security and safety of a (transport) system is the emergency support chain:

1. Pro-action

2. Prevention

3. Preparation

4. Repression

5. Recovery

Item 1 requires not only an adequate system of collecting information about possible threats, but also an efficient way of sorting these data (data mining).

Items 2, 3 and 4 require a well trained and well equipped emergency services organisation, including national defence, security and police forces. 

Also, item 4 requires preparedness (and training) at the (political) management level, both local and national.

Furthermore, items 4 and 5 require a resilient design of the system, including its operating procedures.

To bring this rational back into the design and control process of transport systems, Delft University has developed the DCP-diagram. The idea behind the Delft methodology is, that it combines the design process of systems like transport systems, with a process model for policy making. It shows the consequences when strategic decisions do not include security and safety aspects, thereby causing them to be positioned both (too) late in the design process and (too) low in the management hierarchy. In fact it shows that overreaction by management or government is unavoidable when a serious problem like a terrorist attack occurs, given the way systems are designed and operated.

This notion consists of three principal elements, being Design, Control and Practice (DCP). They can be interrelated along three dimensions, being a systems approach, a life cycle approach and a design approach. Together they constitute an integrated safety and security prototype: the DCP diagram.

A systems dimension defines three levels: 

· The micro level of the user/operator;

· The meso level of organization and operational control;

· The macro level of institutional conditions. 

At this level the issue of integration of administrative and emergency organization across the various levels is crucial.

The life cycle dimension defines a series of subsequent phases, being:

· Design;

· Development;

· Construction;

· Operation;

· Modification. 

At this level, the coordination of decision-making among actors across the phases is crucial. 

The design dimension identifies three principal phases in design, being:

1. Goal -expressed by a program of requirements, concepts and principles-;

2. Function -expressed by design alternatives-; 

3. Form -expressed by detailed design complying with standards and norms. 

At this level, the potential of technical innovation for new safety solutions is crucial.

Eventually, only in practice safety is visible and actual consequences of accidents or terrorist attacks occur. At each of the other levels and phases however, separated in time or space, safety critical decisions have been made by different actors. The diagram demonstrates who, how, at which moment can contribute to safety, security and risk assessment.

A transport system, designed this way, can be made resilient towards threats like terrorism, for the following reasons:

· At top (political) level decisions are made what the government, representing society, is prepared to accept as damage and what not to accept, i.e. the price it is willing to pay. Also, the necessary organisation to deal with such extreme situations is established.

· The consequences of these decisions are translated into systems requirements, such as performance requirements like maximum allowed downtime, or scenarios that should never ever happen, never mind the costs.

· These requirements translate themselves both into design parameters before the system is build (organisation, information and technology), and control procedures when the system is in use.

· Problems in control of the system or building it loop back to the level where the requirements originally came from or the original decisions were made and must be re-evaluated there (and not at a lower level as often happens).

3.5 Security the Dutch way: the Citadel Approach

It is impossible for a country like the Netherlands to protect its entire infrastructure (Belt Approach). It would either lead to a police state, where fundamental constitutional rights are no longer valid, that is still vulnerable to security threats like terrorism, or it would outstretch our police and defence budget, thereby crippling our economy. It would also be detrimental to our economy, since it would hamper the free flow of traffic too much. 

Another approach is possible, called the ‘Citadel Approach’, and based on fundamental decisions and assumptions at a strategic level (design phase, macro scale) in the DCP-diagram. These fundamental decisions and assumptions are: 

1. Assumption: we don’t have enough resources to secure every part of our transport system.

2. Decision: we can only allocate a limited amount of resources to the protection of our transport system.

3. Decision: we accept partial failure of the transport system; therefore we must be prepared for such a failure. 

Before guided missiles became the rule in warfare, battles between fleets were gun battles. Battleships were specifically built for this job. They were able to give a punch and they could also survive several hits. 

The first trick was, that ship designers in those days realised that it would be impossible to armour the whole ship. It would sink upon launching. Instead, armour was concentrated along the most vulnerable and valuable parts of the ship, thereby creating a very strong citadel around the magazines, main armament, engine rooms and control towers, leaving the rest of the ship virtually unprotected. 

The second trick of course was subdividing the ship into a maze of watertight compartments. The armoured citadel in itself was a floating raft, capable of keeping the rest of the ship afloat if necessary. Flooding and counter flooding could safeguard a damaged ship against capsizing. 

Above all, there was as much redundancy in the fighting system as possible. Every vital function could be operated from at least two places in the ship. The outcome of this was a ship that could withstand a formidable punishment without sinking
. 

In the Netherlands, we have applied this philosophy to our infrastructure
:

1. Identify those systems of our national economy that are vital to our country. 

2. Identify the infrastructure that is related to these systems. 

Create the Citadel:

3. Identify the vital parts within these infrastructures, i.e. those parts that are crucial and must not be knocked out at any cost (the vital, strategic nodes). Focus on pro-action, prevention, preparation and repression.

4. Identify those parts of the infrastructure that in itself are not strategically important, and where a progressive collapse could occur, a multiplier effect (the tactical nodes). Focus on pro-action, prevention, preparation and repression.

5. Accept that everything else is vulnerable and not vital: focus only on preparation and repression.

In step 3, targets are identified. In step 4 weapons are identified; weapons, where the multiplier effect could be used to create more havoc than initially inflicted. Everywhere else, the system must be able to survive a terrorist attack without specific advance protection other than the usual protection against everyday problems. Additionally, normal contingency planning like quick response agreements with fire brigades, contractors and the Corps of Royal Engineers of the army should deal with any catastrophe in these places.

This approach reduced the list of possible vital objects for our ministry from 120 to no more than 20! However, we are not ignoring the other 105. At present, main attention is focussed on the short list. When time and resources become available, the other objects will be re-examined.

This Citadel Approach does not mean we concentrate all our defences on specific objects. Defence can be both forward and rearward. An example of a forward defence is the airline industry. Naturally, it makes sense to armour cockpit doors (there are also arguments against it!
), but this is a last resort. Best defence is to make sure nothing improper is on board. This requires a forward defence on the ground. 

At airport level, again the defence can be forward and rearward. Security checks at the gate are an example of a forward defence. An integrated filter, whereby a passenger is checked at the border control is an example of the latter.

However there are other examples where a rearward defence is necessary, because it is the only option left if you have more or less open borders and an open society. Control centres need a good security and safety system at centre level. Otherwise not only a terrorist attack but also an overheated cooling unit can destroy it, thereby immobilising the system it controls. Such a defence can comprise back-up units, compartmentalizing, manual operation facilities and so on. Crucial parameters are (similar to the process industry): mean time between failures (MTBF) and maximum allowed down time (MADT).

At present, our Ministry has determined that neither our railway system as a whole nor most of our motorway system is considered to be vital, the former because at national level its role in transport is limited
, the latter because the network as such is important, but it has a lot of redundancy (dense network). We have determined that there are nodes in these systems that are vital, either because of the earlier mentioned multiplier effect or because of the concentration of people (soft targets). Our inland waterway system is considered to be vital, not from the transportation point of view, but because it plays a role in the drainage of the lower areas. This system is also very important for the supply of drinking water.  

Problem is that all these systems depend on other infrastructures not under the control of our ministry, like the energy grid and the ICT network which are the responsibility of the Ministry of Economic Affairs. Civil defence comes under the Home Office, but they have no control over emergency services like Fire Brigades and the police force, which are the responsibility of local administrations at city/town level. Certainly, military assistance is the responsibility of the Ministry of Defence. And in the end it all comes down to money, which is controlled by the National Treasury. 

The Dutch government has appointed a national security coordinator to make sure that this multiform security arena does not turn into a swamp. A basic requirement for a successful security policy of the transportation system is control of the network, which is recognised by our government as crucial to a successful (transport) security policy.

We are well aware that some parts of our transport system are not up to security standards. The advantage of this exercise is, that the need to start with improvements is recognised by all major actors. TNO research indicated that at present the Netherlands is vulnerable to terrorist attacks
. Dutch society is not used to failures of its water supply, electricity system or telecommunications according to this research. Many infrastructure systems are locally concentrated, without back-ups. 

The other problem is, that 50% of the vital infrastructure is in private hands. These actors should realise that they are part of a complex, tightly coupled system and therefore responsible for the whole system and not just their own part of it. The research concludes that no government can guarantee 100% protection against terrorism. The public has a role in it as well. One of the measures considered by the government is to renationalise the national power grid. Recent events in the US (massive power failure in the north-east and Canada) have contributed to this consideration.

The spin-off of the citadel approach as such is, that the transport system becomes more resilient, not only towards terrorism and other intentional criminal acts, also when dealing with common accidents, the ‘normal accidents’ according to Perrow
. E.g. on July 15, 2003, a lorry crashed on one of our most busy motorways near the town of Eindhoven at a major junction. This accident in itself was nothing spectacular except that the trailer was carrying 18 tons of liquefied Iso-Buthane gas. In the immediate aftermath of this crash, the truck went on fire. This fire luckily didn’t spread to the trailer. However, due to congestion it took the fire brigades 15 minutes to reach the accident site. And that was also the legally required resistance of the gas tank against fire! The hot BLEVE
 scenario doomed. The damage would have been enormous. Disaster was avoided only by some heroic actions of the emergency services.

Each day, thousands of tons of LPG (liquefied petroleum gas) are carried over our motorways. In the Netherlands LPG is popular as motor fuel. Nothing serious has gone wrong yet since it was first introduced some 40 years ago. Anybody can imagine what you could do with 40 tons of LPG. And at present, none of these road shipments are under special surveillance. They operate under a hazardous goods licence, but they do not require police escort, previous announcements and so on. They are prohibited from using our tunnels though. 

4. The European response so far

4.1 Introduction

Following the attacks of September 11, 2001, the European Union (EU) immediately took action to improve transport security in Europe. Measures to improve aviation and maritime security have already been adopted and the Community is working with international organizations such as ICAO, IMO, WCO and UN-ECE to improve transport security. Recently in March 2004, the EU has appointed for Dutch minister Gijs de Vries as EU security coordinator. At European Community level, the following measures have to be mentioned:

4.1 Aviation

EC regulation 2320/2002
 establishes common rules in the field of civil aviation security such as control of access to sensitive areas of airport and airfield, control and monitoring of passengers and cargo, training and physical security measures (i.e. reinforcement of cockpit doors).

4.2 Maritime transport

On May 2, 2003, the Commission proposed a Parliament and Council regulation on enhancing ship and port facility security. This proposal presents rules an ship security assessment, security plans, introduction of security officers on ships and fitting ships with security equipment (i.e. alarms, marking, Automatic Identification Systems etc.). A proposal for a Directive on Port Security will address port security assessments and consequent measures, a distinction of security levels based on the concentration of threat, and establishment of security officers and committees who will train staff and control the implementation of security measures in ports.

4.3 Securing the external border of the European Union

On July 24, 2003, The European Commission published a Communication and a proposal for a Regulation to modify the Community Customs Code. This proposal, which will enhance the role of customs in the security management of the EU’s external borders, has important implications for the international transport service providers. The new implementing rules will establish - security measures necessary for transport within the EU must be compatible.

The United Nations Economic Commission for Europe (UN-ECE) is currently working on a security approach for the whole supply chain. The World Customs Organization (WCO) is also investigating ways to improve transport security and has adopted a Resolution on Security and facilitation of the International Trade Supply Chain.

A common approach to transport security is essential for improving security and facilitating legitimate trade. This is particularly important in Europe, where transport systems are used simultaneously for intra-Community trade and third country trade and where the physical separation of the shipments (based on origin or destination) is a complex option. Transport security in Europe must also be compatible with developing international requirements.

4.4 Rotterdam

As the first port in Europe, Rotterdam is introducing the new ISPS (International Ship and Port Facility Security) Code, starting on July 1, 2004. According to the US Government, Rotterdam is setting a standard for other ports in the EU. US Coast Guard has a permanent office in Rotterdam, with 18 inspectors carrying out inspections on ships and cargo destined for the US. This code requires that a security plan must me made for 800 ships and 140 related companies to be able to comply with this code. Security and safety officers and the Lord Mayor of Rotterdam must test and accept these plans, before a certificate is issued.

5. Conclusion

Transport security is not only a national problem or a government responsibility: it is a problem and responsibility of everybody involved with the supply chain. Delft University has shown how this responsibility can be distributed along the management and design process of transport systems, the DCP-diagram. From this, the AVV / Transport Research Centre has developed a way to concentrate resources where they are most effective given strategic policy decisions, the Citadel Approach.

The aim is to bring stability back into the system at moments where it is heavily under fire, not only by acts of terrorism, but also resulting from the public’s reaction. In the latter case, the role of the media is very important. They can act as the public’s conscience in preparing for a crisis (stabilising role). During a crisis, the media can (and often do) contribute to decreasing the stability of a system.

Basic requirements for a successful security policy towards transport systems are control of the network, identifying vital nodes, identifying what kind and level of damage is acceptable and what not, identifying soft targets and incorporating the media and the public into the civil defence program.

Implementing a policy of transport security in the Netherlands has several benefits. The first one is, that we check our emergency and contingency planning. This makes our infrastructure more resilient, not only against terrorism, but also against normal accidents, likes serious accidents with hazardous goods.

The second benefit is, that a secure supply chain can be speeded up, because government checks can be limited. The spin-off is, that such a supply chain is also more difficult to be used by drugs traffickers and other criminal activities. Drug trafficking through Rotterdam and Schiphol Airport has decreased considerably the last few years.

The third benefit is, that we have shown to be a reliable partner in dealing with a global problem. We have to rely on our allies to safeguard our transport interests. We can only do so, if they can rely on us. Perhaps the Netherlands is not a prime target for international terrorism, but our infrastructure can be used to attack others.

The Dutch government will play its part in securing a EU-policy on transport security. Such a policy must be coherent and beneficial to trade and competition. 

Securing the outer borders of the EU is very important. Safeguarding the supply chain is vital, both for our industry and for our transport sector. The Netherlands will fully cooperate with European and other initiatives, provided this does not create an imbalance in competition. 

The EU has taken steps in every part of the transport system to deal with security matters in a coherent way. The EU has recognised that securing the European transport system is vital to its economic future.

Above all: western society must be aware that it is facing a dilemma of choice between yielding to security threats like terrorism or to give up some of its basic identities and fundamental rights and stay put. 

Luctor et emergo
.

Rotterdam, April 2004
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� The ship was mistaken for a troop transport and hit by three torpedoes fired by a Sowjet submarine operating of the coast of Poland. In reality, it was carrying civilian evacuees from Poland and East Prussia. According to a recent National Geographic documentary, she could have carried as much as 10.000 civilians on board, of which few survived.
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� B.L. Nacos: Accomplice or Witness? The media’s role in terrorism, in: Current History, vol. 99, nr. 178, p. 175.


� Telegraaf newspaper, April 18, 2004


� The Netherlands has two main ports. The port of Rotterdam is the largest port in the world. It is of strategic importance for the entire North Western European economy, including the Netherlands and Germany, extending its influence to the Baltic and Black Sea. In 2002, Rotterdam received 329 mln tons of cargo, including a container flow of 7.1 mln. TEU. The other main port in the Netherlands is Amsterdam Airport Schiphol, with (2002) 42 mln passengers and 1.3 mln tons of cargo. In 2003, the US army used Rotterdam to ship its equipment to the Gulf.
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� As such nothing new, because during WW2 Japanese Kamikaze fighters fought likewise in the Pacific campaign, thereby inflicting major damage on the US naval forces.


� Even then, leaks have occurred. E.g. the Islamic bomb was developed using nuclear technology stolen from the Netherlands.


� The disadvantage of Antwerp is, that it is difficult to approach from the sea. Ships wishing to call at Antwerp have to follow the Scheldt River for a considerable length, including some difficult bends.


� What to think of the ‘American Service Members Protection Act 2001 (S857)’, better known as the ‘Hague Invasion Act’? Does this imply that the US government no longer respects the territorial integrity of the Netherlands? 


� Recent developments in and around the BBC in the Iraq case underline this. Sloppy journalism was not accepted from a broadcasting station like the BBC.


� During the Battle of Jutland in 1916, SMS Seydlitz, a battle cruiser of the German High Seas Fleet, received 23 hits; she nearly sank, yet managed to reach the naval base at Kiel with her fore castle completely awash right up to the first barbette (gun turret). During the same battle, the British Grand Fleet lost three battle cruisers in quick succession as a result of exploding magazines because of poor internal protection; afterwards Admiral Beatty, commander of the Battle Cruiser Squadron, made his famous remark: ‘There seems to be something wrong with our ships today.’


� W.R. Beukenkamp et al, Infra op scherp, AVV 2001


� One of the arguments against it is that cabin staff is no longer capable of entering the cockpit in case of problems in the cockpit.


� To nuance this: in general this is true, however 35% of the Amsterdam commuters travel by train; a failure of the rail system around Amsterdam would create serious transport problems in the entire western part of the Netherlands, including Amsterdam Airport Schiphol. 


� Algemeen Dagblad (Dutch newspaper) March 13, 2004


� Charles Perrow: Normal Accidents, 1984


� BLEVE = Boiling Liquid Expanding Vapour Explosion; � HYPERLINK "http://www.propanesafety.com/scene10.htm" ��www.propanesafety.com/scene10.htm�


� Regulation (EC) No 23020/2002 of the European Parliament and of the Council of December 16, 2002.


� Latin: ‘I struggle and come to the surface’. Heraldic device of Zeeland, one of the former Dutch republics of the ‘Republic of the Seven United Netherlands’, at present the Province of Zeeland.
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