PROCEEDINGS OF THE 3/30/04 VOLPE CENTER WORKSHOP ON:

CLEANUP AND RECOVERY 

OF PASSENGER TRANSPORTATION FACILITIES

AFTER A BIO-ATTACK

1. BACKGROUND 

Recent  (2003) Volpe Center outreach and education events on Transportation Security and Emergency Preparedness covered bioterror agents and public health preparedness issues, as well as related emergency response planning (evacuation and/or quarantine). This workshop built on prior efforts by addressing the aftermath of a bio-attack on a major transportation node, focusing on cleanup technology options and their cost-effectiveness, and on planning, modeling and simulations, and on logistics aspects for rapid operational recovery. Explicit consideration was given to the planning and coordination necessary for cost-effective remediation of facilities and equipment enabling the operational recovery of transportation facilities and vehicles, in order to assist DOT modal policy-makers, and state and local transportation authorities in developing the requisite plans and programs. 

The costly, complex and lengthy cleanup efforts of several USPS and Congressional buildings contaminated by anthrax spores mailed in the Fall of 2001, and the delays in returning workers to remediated facilities offer object lessons to transportation owners and operators. Indeed, cleanup efforts require increasingly sensitive bioagent detection and identification sensors, to ascertain “how clean is clean enough” prior to resuming operations and regaining the trust of travelers and workers that they are safe. Most importantly, the system-wide economic, operational, logistics and psychological impacts of such an event, must be examined.  A risk-averse and frightened traveling public, and workers may continue to avoid the reclaimed facilities. Like the nation’s mail distribution and delivery system, to which it is closely related, the entire transportation network must become both resilient and robust, able to mobilize excess capacity to compensate for local or regional shutdown of transportation in case of quarantine, or to efficiently mobilize evacuation resources.

The topics addressed by invited speakers are multi-disciplinary: transportation, economics, logistics, homeland defense and critical infrastructure protection, building design for safety, security, environmental and occupational health and safety, emergency response planning, and environmental remediation technologies, and psycho-social trauma prevention and mitigation. Three invited experts’ panels represented key federal and state agencies, transportation authorities, academia and industry with a stake in effective and timely remediation and recovery.  The questions addressed by the panelists, in an interactive format included:  

· What are the useful “lessons learned” for transportation facility owners, managers, and DOT and DHS planners and policymakers from relevant case studies (cleanup of US Postal Service facilities, Capitol Hill and other contaminated office buildings, TOPOFF and other large scale bioattack exercises)? 

· How can transportation planners minimize adverse economic impacts and ensure the rapid recovery and continuity of operations (COOP) of the transportation network? 

· How to best compensate for local and regional capacity loss and business interruptions, by exploiting redundant or alternative transportation capacity?  

· Should contingency contracts with cleanup service providers be in place, or should decontamination materials be stockpiled nationally, and regionally, or in major urban centers, and if so, where and by whom? 

· What institutional relationships and resource sharing agreements are needed for successful cleanup and recovery?

· What are the next steps at national, state and local levels to ensure that the impacts of a bioattack on a transportation system are prevented, minimized or mitigated, and that cleanup materials and resources are made available in a timely manner?

2. OVERVIEW

The workshop held at the Volpe Center on March 30, 2004 convened about 50 invitees and about 20 Volpe Center staff with related security or environmental remediation project experience. The invitees included: 

· Federal agencies and their arms: the Department of Transportation (FTA, FRA, FHWA) 

· The Department of Homeland Security Offices (TSA, HSARPA, FEMA)

· The EPA Headquarters and Regional (1 and 8) offices

· The Occupational Safety and Health Administration (DOL/OSHA);

· The US Postal Service Region 1, state and local first responders, and transportation stakeholders at all levels levels, as well as industry representatives and consultants. 

The Agenda featured 10 invited speakers, comprising 3 Panels of experts, representing the key federal agencies with active programs and experience in decontamination technologies (DHS, EPA), the National Labs (Livermore, Sandia). All speakers are actively engaged in biodefense detection and cleanup modeling and demonstration programs focused on emergency response and recovery of transportation facilities after a bioattack, have participated in anthrax cleanup efforts, and have expertise in environmental and public health aspects of decontamination.  

Dr. Richard R. John, Volpe Center Director opened the workshop by welcoming the participants. He stressed the need to share and consider “lessons learned” from the costly and lengthy recovery from the October 2001 anthrax-in-the-mail attack.

In order to defeat the nefarious goals of terror attacks against the open and large US transportation system, Dr. John sketched a likely future bioterrorism scenario against vulnerable transportation targets, especially those involving contagious diseases. He highlighted the staggering potential costs of the resulting network- wide transportation shutdowns and cleanup of facilities, equipment and vehicles, with will compound the staggering public health costs and psychological trauma.  Dr. John stressed the Volpe Center role as a “Facilitator…actively seeking to identify, evaluate, integrate and deploy innovative, but appropriate and cost-effective security technologies to secure our common future.”
He posed as the charge to workshop participants resolution of seven key questions (Box 1), which must be addressed to minimize the costs of a bioattack against transportation nodes:


Summary of Panel 1: 

“Lessons Learned” from the Anthrax Cleanup” 

[image: image1.jpg]



Photo of Panel 1 speakers.

Dr. Dorothy Canter, Chief Scientist for Bioterrorism Issues in EPA’s Office of Solid Waste and Emergency Response, spoke on “Anthrax Remediations: Building on the Past to Protect the Future”. She pointed out that bioattacks have a unique feature, i.e., Reload Capacity - the potential for multiple attacks in different cities before there is knowledge of the first attack.  Furthermore, such attacks may not be detected early enough to prevent the spread of contagious agents (like smallpox and pneumonic plague), and there are no existing agent-specific cleanup standards.  She reviewed the 2001 anthrax attacks, noting the 12 cases of cutaneous anthrax and the 11 cases of the much more deadly inhalational anthrax, and summarizing the extensive direct and cross-contamination of postal facilities, office buildings and residences resulting from the attacks against Congressional targets and media outlets.  The EPA role under the Superfund (CERCLA) Law was to perform cleanups and/or provide technical assistance.  The Agency also granted crisis exemptions for the use of cleanup chemicals as pesticides under FIFRA.  She reviewed the site owner’s role and the large team involved in the Incident Command System (ICS) structure used at certain sites, the multi-step anthrax remediation processes and the challenges faced in all of the cleanups. One key aspect of the remediation process is environmental sampling, which is performed at multiple points in the process.  Ultimately, it is used to determine the effectiveness of the cleanup. Numerous chemicals have been used for surface cleanups; three chemicals have been used in fumigation processes.  Dr. Canter reviewed the cost, duration and method of cleanup used in six federal anthrax-contaminated facilities. She pointed out that the criterion of “no growth” of Bacillus anthracis spores from all environmental samples upon bacterial culture, used to assess the cleanup effectiveness, does not guarantee the absence of residual spores, but allows for a “negligible disease risk” decision.  

Dr. Canter reviewed several “lessons learned” based on EPA‘s experience, including the need for extensive coordination, the multi-agency teaming and multi-disciplinary approach to evaluating each contaminated site independently and to selecting the fumigant at extensively contaminated sites. Key findings are that: Emergency Response Plans must be in place prior to fumigations; cleanup costs and duration are substantial; the 3 available fumigants each have pros and cons; real time air monitoring is needed when fumigations are performed; and significant waste disposal issues remain.  In closing, she reviewed several future science and technology needs and major challenges to assure rapid and effective cleanup and recovery to productive use. Such are: real-time, reproducible detection methods for all bio-threats; better biodetectors, validated environmental sampling and analysis methods, development of mobile fumigant decontamination systems, creation of validation test beds for decontamination systems and materials compatibility studies, etc. Dr. Canter stated that a National Academy of Sciences Committee is currently investigating whether cleanup standards can be established for transportation and other facilities contaminated by bioagents, to answer the “how clean is safe enough” question. She closed on a cautionary note, citing the need for bio-preparedness plans, the challenge of identifying the known and projected targets, and stressed the “Need to be prepared for the next bioattack, not just the last one!”

Jeff Kempter, Senior Advisor to the EPA Office of Pesticide Programs spoke on the topic of “Selecting and Using Anthrax Decontamination Chemicals”. He reviewed the EPA responsibility under FIFRA to regulate both registered pesticides effective in bioagent decontamination, or to grant “emergency exemption” to qualified, but previously unregistered chemicals.  He noted that, since no pesticides were registered for use against bioagents (including anthrax spores), the EPA had to review 60 applications and grant crisis exemptions to 25 to date, rejecting several. Industry data submittals to EPA’s Office of Pesticides Programs included a Remediation Action Plan (RAP), Sampling Action Plan (SAP) and Ambient Air Monitoring Plan (AAMP).  Presently, chemicals approved under the crisis exemptions work on hard surfaces only.  Nothing is yet approved for porous surfaces, except fumigants.  

He then reviewed the toxicity and cleanup effectiveness attributes of various chemicals, stressing the need to appropriately select one for use, based on the bioagent type and characteristics, concentration levels, surface or volume and equipment materials to be cleaned, etc. Both liquid sporicides and gas phase fumigants available for the anthrax cleanup are very toxic, including some known or potentially carcinogenic and acute irritants. Therefore, remediation workers had to wear HAZMAT suits during handling and cleanup, in order to limit human exposures. Residual levels of decontamination chemicals had to be monitored for safety, and cleanup hazardous wastes had to be properly contained, collected and disposed of. Toxic fumigants or surface sterilants may need to be neutralized, and air monitoring is required to ensure that OSHA and EPA action levels for workers and the public, respectively, are not exceeded.  He cited four critical parameters for using fumigants:  Temperature; Relative humidity; Gas concentration; and Time.  In addition, there are questions regarding their relative effectiveness and application methods (e.g., repeat or tandem applications of different chemicals may be required based on residual level of anthrax spores), depending on the building site characteristics, cost and time constraints. Mr. Kempter stressed the need to plan for the safe and effective use of cleanup process and chemicals, and for continuous laboratory testing and monitoring of air and surface levels of both bioagent and decontaminant levels, both during and after applications. Mr. Kempter indicated that the criterion for successful cleanup of a contaminated facility is: “No growth of B. anthracis on any environmental sample.” The National Academies has set up a committee that is examining the issue of ‘Standards and Policies for Decontaminating Public Facilities Affected by Exposure to Harmful Biological Agents:  How Clean is Safe?’  The National Academies will review the “no growth” standard used to date for cleanup of anthrax spores and will likely issue its recommendations in 2005.”   Mr. Kempter closed by urging all parties to identify bioagents of concern and plan ahead for cleanup and recovery, conducting demos and drills to test and help select optimal emergency response strategies and decontamination methods.

Paolo Iscaro, Department Head at URS Group, Inc., provided the complementary viewpoint in his presentation “An Industry Perspective on the Rapid Response to Bio-Hazard Emergencies”. URS was in apposition to assist in this first of a kind national emergency because it was under contract to both the EPA and the US Postal Service when the anthrax attacks occurred, has provided on-site technical support with site assessments, sampling and analysis, cleanup planning and management and hands-on decontamination services. Over 35 URS offices nationwide provided 250 staff, trained in hazmat-handling and occupational health and safety (OH&S). All were enlisted and cross-trained on a voluntary basis, within one week. 

Mr. Iscaro highlighted several daunting challenges that URS- as a publicly traded company responsible to its shareholders- and indeed any private sector contractor must face, and major risks to mitigate, in providing contracted site remediation services after a bioattack: 

- Availability of qualified staff and the coordinated management structure to assemble and deploy on short notice an all-volunteer team, certified in OS&H and hazmat procedures, as well as in QA/QC protocols;

- Ability to “manage the bubble” of very short turnaround time for people, supplies and logistical and workload pressures, including emotional stress and concerns for personal and family health;

- Corporate policies to safeguard employees’ health and safety, including medical monitoring, dispensing prophylactic antibiotics to anthrax-exposed employees, offering anthrax vaccines and disaster counseling and rotating the staff to prevent burnout; and

- A proven risk transfer vehicle, like risk insurance, or a risk sharing mechanism with the sponsoring agency to deal with a range of remediation under uncertainty. Such project risks include the risk of utilizing emerging and as yet unproven decontamination technologies; contractual and financial risks to the corporation; the costs of added security, employees’ health care, insurance to cover contingencies and contractual changes of scope; and for transportation of personnel and materials.

Mr. Iscaro indicated that URS and other private providers could and do indeed  “bet the company”, unless they are held harmless in applying emerging and unproven cleanup technologies under emergency response conditions, if the residual risk is not “safe enough”. Private industry materials suppliers and service providers must therefore mitigate these additional risks and costs by securing new contractual agreements, additional risk insurance, and by maintaining expertise and training their staff in latest emerging technologies to enable rapid response to bioattacks.

Discussion after the first panel’s presentations included a question to EPA presenters about the relative utility (efficiency, cost, safety) of physical means of decontamination, such as UV light, heat, and various types of irradiation, which are known to kill bacterial and viral agents. Indeed, the USPS has already committed to mail irradiation equipment to kill any anthrax spores inside letters. The response was that EPA’s Environmental Technology Verification (ETV) program has recently established at Batelle a Center for Building Decontamination Technology, which will test and evaluate physical agents for sterilization effectiveness. Another question to USPS addressed the institutional issues of restoration work, asking if USPS was responsible for the Brentwood facility being cleared, and what was the interface with local agencies.  The answer was that the USPS was not the only client of URS, but other agencies like EPA and OSHA were too.  

Another question pertained to risk and reliability responsibilities faced by the sampler.  What is clean?   URS was also a part of a multi-agency Integrated Command Center (ICC) set up at the USPS headquarters in Washington, D.C.  URS complied with the protocols developed by this joint force.  It is not clear which agency or entity has the sole authority to declare a facility safe for re-use.   Another question was if there are known generic cleanup methods, which are effective against multiple bioagents, such as all six CDC Category A, highest risk and most probable bioagents, as well as against Category B biotoxins like ricin, which has no known antidotes. This would allow stockpiling these multipurpose agents with some confidence in their ability to clean up contamination. The answer was that major uncertainties remain and that sterilants must be specifically tested and benchmarked against each other and for specific bacterial, viral and toxin bioagents. Additional questions dealt with specific materials and methods to be used in a transit or rail transportation environment. Again the answer highlighted considerable remaining uncertainties with regard to the availability, effectiveness, safety and cost of cleanup strategies for public transportation vehicles and facilities.  These are matters to be resolved through research, demonstration, test and evaluation (RDT&E) efforts.

Summary of Panel 2:

“Cleanup and Recovery Issues and Plans for Transportation Facilities after a Bioattack”

[image: image2.jpg]



Photo of Panel 2 speakers.

Lance Brooks, Manager of the Detection/Responder Technologies, Office of Chem/Bio Countermeasures in the DHS Science and Technology Directorate presented an overview of “The DHS Domestic Demonstration and Application Program (DDAP)- Restoration Research at the National Labs”. He first provided the organizational framework for and mission of the Biological Countermeasures Portfolio, namely “to deter, detect, and mitigate possible biological attacks on this nation’s population, infrastructure or agriculture”.  The program priorities are the high consequence threats, including contagious smallpox and non-contagious anthrax aerosol releases, which are used as “planning cases” to measure progress.  He noted that the installed base of sensors has diminishing returns after about 50 sensors.  Systems studies are used to guide “an integrated end-to-end response”, covering all stages from deterrence, through bio-release detection, medical emergency and consequence management, through recovery. While FY05 efforts will focus on developing simulation tools and “playbooks” for bioattacks, the FY06-08 efforts will proceed to gaming, testing, red teaming and training for such national emergencies. DDAP has adopted a systems approach to the Biological Countermeasures portfolio, which includes urban decontamination and recovery, and is now evaluating optimal cleanup materials and strategies for both open areas and interior facilities. The DDAP goal is to develop and demonstrate “real-world tests” and “next generation solutions” assured bio-security. Several programs discussed include:

· The Biologic Aerosol Safety and Information System (BASIS) has a network of chemical sensors for bio-monitoring at special events (limited test at Utah Winter Olympics); 

· PROTECT (limited testing of chemical sensors in Washington and Boston subway stations); Bio-Forensics Demonstration and Applications Program (BDAP), a bio-forensics program;
· LINC, an effort to provide local authorities with Chem/Bio release and hazard evaluation modeling tools; and 
· PROACT- focusing on the development and demonstration of Bio/Chem detection tools for airports, using the San Francisco International (SFO) airport as a partner in large scale demonstration and evaluation of detection, response, decontamination and recovery tools.  
Mr. Brooks concluded his presentation with a high level description of the R&D efforts at the National Labs concerning Restoration of Major Transportation Facilities, which are developing risk assessment tools for prioritizing and planning cleanup operations at large airports and developing “templates” based on a large scale demonstration, test and evaluation in partnership with SFO.  He also asked, “where do we go from here?”  Mr. Brooks suggested that the next demo would be to partner with DOT and look at the restoration of a transit facility.  The priority is to develop the next generation of technologies.

Dr. Dennis Imbro, Associate Program Leader for Chemical and Biological National Security at LLNL then followed with “An Overview of the DHS Program on Rapid Recovery of Transportation Nodes Following a Biological Attack”. He started by describing a plausible bioterrorism scenario involving the covert dispersal of anthrax spores using a sprayer at several SFO boarding gates, repeating the attack while changing planes at Denver International Airport and after arrival at O’Hare Airport in Chicago. The terrorist then announced the bioattack to authorities and these 3 hub airports confirm contamination and are shut down indefinitely. Meanwhile, the exposed passengers and baggage, spread the anthrax contamination to hundreds of aircraft and destination cities across the US and internationally. This surreptitious bioattack scenario, targeting interconnected transportation critical infrastructure nodes, vividly illustrated the pressing need for: improved decontamination methods and procedures, enhanced by actual demonstrations and validations; a streamlined chain of authority and crisis decision-making: and consensus standards on “how clean is clean enough” for bioagent residues.  Rapid recovery capabilities are intertwined with real-time bio-detection and sample processing for attack verification, as well as for environmental monitoring of bio-contaminants.  A key thrust of the LLNL DDAP effort is to reduce the duration of the chain of restoration phases, from cleanup planning through the final clearance for resumed transportation operations. The complexity and current duration of each phase was illustrated for the anthrax contamination and remediation via fumigation with (Chlorine dioxide) of the Brentwood USPS mail facility. However, remediation plans must be tailored to specifics of any terrorism event (nature and amount of bioagent, extent of contamination) and location, and must address a broad range of equipment and facility types, illustrated for the SFO. The program is developing modeling tools, such as BROOM (Building Restoration Operations Optimization Model), and Templates for airport authorities to facilitate remediation planning and operations. The NAS study of health risk from residual contamination with bioagents will serve to bolster public confidence in the safety of reclaimed and refurbished facilities. 

Dr. Richard Griffith, Technical Manager at Sandia National Lab (SNL) discussed the “Restoration of an Airport after Bioattack”.  Since 1999, the SNL team has been working in partnership with the SFO as a test-bed for the ProACT (Protective and Response Options for Airport Counterterrorism) pilot RDT&E effort.  The effort is focusing primarily on the front end of airport bioattack emergency preparedness and response, but can also facilitate cleanup and recovery planning. It hinges on the recognition that hub airports represent attractive targets for airborne bio-attack, given the large concentration of people and high value vehicles, which can convey the contamination to many multi-modal conveyances, and disperse it to numerous domestic and international destinations rapidly and with a low chance of detection. This project links state of art vulnerability analysis and modeling tools to airport layout and ventilation characteristics, both to help optimize the location of bio/chem. agents detectors, and to plan appropriate prevention and emergency response and decontamination strategies, keyed to the threat agent identified. The products include:  “Guidelines to Improve Airport Preparedness against Chemical and Biological Terrorism” prepared in cooperation with Lawrence Berkeley lab (LBL) building on related LBL and NIOSH building protection guidelines for CBW agents; generic modeling tools for chem./bio aerosol vulnerability assessment, validated with smoke and tracer gas dispersion tests at SFO; development of passive and active air handling protection and mitigation options;  “what if” studies of BCW release scenarios; and optimization of bio-detector networks deployment and air  monitoring, tested in conjunction with bio-defense  alarm, alert and response  interactive table-top, and full-scale exercises.

Dr. Elspeth C. Ritchie, Department of Psychiatry, Uniformed Services University of the Health Sciences presented a set of effective strategies for “Preparation for and Mitigation of the Psychological Effects of Bio-Attacks”. She reviewed the traumatic and lasting socio-psychological impacts of 9/11 events on the attack victims and their families, and the need to address both preventively and post-attack the basic support needs of victims for safety, security, survival, food and shelter, outreach and effective information communication to victims and with their family, friends and colleagues.  She also presented sample Best Practices and Guidelines for preventive and post-attack interventions to avoid or treat post-traumatic stress disorder (PTSD) and depression symptoms. These are relatively overlooked aspects of transportation and homeland defense planners, who focus on technologies, emergency response operations plans and physical aspects of recovery.  Most funded public health programs have focused on the distribution of medicines and availability of hospital beds, rather than on lingering psychological trauma.  Dr. Ritchie reviewed recent past experience, applicable to future terrorism against transportation targets, using lessons learned from:  the Gulf War, Tokyo subway sarin attack, Israel, Iraq, the 9/11 attacks on the Pentagon and NYC, and the anthrax mail attack and copycat hoaxes. These offer a rich resource for emergency preparedness outreach and communication programs, to foster the recovery of the social fabric and deal with the fear of the public to resume travel after any natural epidemic spread by air travel, or terrorism event against an aircraft or airport. Long- term psychiatric issues include: anger against the government, depression,  “anthrax anxiety” and “the Pentagon syndrome, “as well as multiple unexplained physical symptoms (MUPS) and phobias with psycho-social and with real (job loss, business downturn) roots. She brought home the message that chem./bio attacks will require to address the psychological needs of first responders (e.g., effective design of personal protective equipment and clear identification markings, well thought out risk communication to avoid panic), as well as those of victims. Honest and open risk communication and public outreach, as well as plans for the prevention and mitigation of a host of adverse and to allay lasting mental health impacts. The development of effective psychiatric counseling and treatments must be explicitly planned, in order to restore public trust and confidence that it is safe to return to a cleaned up facility or to travel again. This was a valuable and novel contribution for transportation emergency planners.

Summary of Panel 3:

Transportation Perspectives on Recovery Challenges
[image: image3.jpg]



Photo of Panel 3 speakers.

The first presenter was Nicholas V. Cagliuso, Sr., Emergency Preparedness Analyst in Operations and Emergency Management, at the Port Authority of NY and NJ (PANYNJ).  He reviewed the “Recovery Challenges Posed by a Transportation Facility Bio-Attack:  A Multimodal, Regional Perspective”.  He provided a needs-driven, bottom-up, regional perspective of transportation operations and facility vulnerability to bioterrorism attacks and of the progress the Port Authority has made in emergency preparedness and response planning. He advocated the imperative nature of partnerships: “A coordinated, collaborative, intergovernmental, private approach works best!”  

PANYNJ is a large and diverse multi-modal, bi-state transportation infrastructure authority with a $5 billion annual budget. It manages 3 major airports, numerous seaports and cargo terminals, tunnels, bridges, bus terminals, an interstate rail system, and other critical and high-demand transportation facilities and operations located within the New York – New Jersey Metropolitan area.  Given the PANYNJ’s location, the public nature of its facilities, their symbolic and economic significance and the associated intermodal connectivity, the facilities are considered vulnerable to premeditated terror attacks with the potential for inflicting high casualties with relatively small amounts of bioagents.  The Authority has suffered severe losses of their personnel, headquarters, and facilities, as well as employee displacement and sustained revenue losses as a result of the February 1993 and September 11 attacks on the World Trade Center. 

PANYNJ and its partners at the local, regional, state, federal levels and the private sector have developed “Guidance for Managing Multi-agency Response to WMD Incidents” to provide a knowledge base and strengthen the Agency’s ability to prepare for and respond to WMD incidents; these documents are updated, trained and exercised on annually and are tailored to the specific needs of its transportation facilities.  The Authority has also commenced an Agency-wide Business Continuity Program, and has conducted both tabletop and realistic training exercises to improve awareness and readiness. There is an active program on Bio Detection and Surveillance as well as a Bio Terror Advisory Committee comprised of all partner agencies. In summary, while there are plans, procedures and partnerships in place to deal with bioterror attacks, daunting challenges remain.  Open questions such as who and how will a cleanup after a bioattack occur; should there be contracts in place to support cleanup efforts for eventual and uncertain use? Will there be a national response plan for transportation system recovery that will include specific resources and a response chain? Will there be sufficient federal grants to all transportation authorities for this purpose, similar to the qualification for local emergency aid after FEMA declares a flooded county eligible for emergency aid?  Also, there have been few, if any, studies and estimates of business losses compounding the damage, cleanup and recovery costs, yet the potential for bioterrorism in the transportation infrastructure remains a top national security concern. There is a real need for economic impact assessments and network wide impact analysis of such events.  The reality of it is that while much work has been accomplished, much more remains, and it is only through a coordinated, collaborative, intergovernmental and private approach that success will be realized.  

Richard Marchi, Sr. Vice President, Technical and Environmental Affairs, Airports Council International - North America (ACI-NA) discussed the “Current Status of Airport Preparedness”. Mr. Marchi highlighted the substantial progress made by hub airports in expanding the Airport Emergency Plans required by law (14CFR Part 139) to include chem/bio terrorism incidents.  Knowledge sharing among stakeholder authorities and agencies, and live annual full scale drills improved airport capabilities to respond to disaster, though most drills focused on aircraft- rather than on airport- incidents. The CDC has established Quarantine Stations at 12 hub airports nationwide, which can serve to isolate contagious patients equally well for smallpox, as those infected with SARS or another natural epidemic. However, there is only skeleton staffing of these CDC facilities (30 at 8 airports, on call 24/7) and they are activated only if there is advance warning of suspected illness. Existing emergency response protocols for a detected communicable disease now cover the terrorism contingency, by calling the FBI if a bio/chem. release is suspected.  However, the enormous size of a major airports and volume of traffic (using the Atlanta Airport as example) fact that Hub airports are designed for rapid transfer of large numbers of passengers to all other transportation modes brings home the fact that containment of biological contamination is challenging. The implication of bio-contamination at a single airport terminal can lead to the rapid dispersal of contaminant via aircraft, passengers and luggage to more than 100 cities. Mr. Marchi stressed the need for improved intelligence and early warning, to enable airports to respond appropriately to bio/chem. events. ACI conducted a  survey of US airports, which revealed that : a third have a full time biohazard response team in place, whereas 60% would use limited resources augmented by mutual aid teams, and only 12% are unprepared and must call in outside EMT help. Furthermore, a third of airports can respond to a biohazard alarm within an hour, 44% within less than half hour, and 20% feel that only minutes are needed to mobilize adequate response to biohazard emergencies. It appears that most respondent airport emergency workers have acquired biohazard protective gear (levels A and B); anthrax and ricin test-kits, and/or bio-optical scanners to identify 5 types of bioagents, though samples are forwarded to a lab for reliable identification. The airport Hazmat teams appear to be well equipped for two thirds of the respondents, and also have available facilities (hangars) or vehicles (buses) to isolate quarantined passengers. Overall, the recent terrorism events worldwide have led to greatly increased airport biohazard awareness and security protective and response measures, though a great deal remains to be done in concert with airlines, airport tenants, federal authorities and the public health sector.

Dr. Clark Abt, Chairman of Abt Associates, Inc. concluded with a discussion of  “A Strategy for Minimizing Bio-Attack Recovery Costs of Transportation Terminals”.  Dr Abt outlined a strategy that would minimize recovery costs from a bioattack on a major transportation facility, which consists of  five key  elements: biodetectors for early warning; communications links to notify and mobilize first responders; logistic capacity to distribute first aid and other supplies and convey victims to hospitals; and education and training for both first responders and for operation facility owners-operators, as well as a comprehensive public  education campaign.  He emphasized several major differences in response scenarios and in scale and cost impacts, between bioattacks involving a non-transmittable agent like anthrax, in contrast to a communicable disease like smallpox.  Furthermore, he compared the relatively modest front-end investments needed to deploy preventive measures, against the massive costs and casualties toll of a bioattack on a major terminal if such investments are NOT made. The two recent Abt Associates studies of the economic impacts of a bioattack and of a nuclear attack delivered via cargo and ports provided some comparative cost figures of a bioevent without and with the front-end biodefense investments. (These studies are available on request for government use from Dr. Aviva Brecher, Brecher@volpe.dot.gov  ) The cost/ benefit ratios are of order 10-100 larger for the “no biodefense” option, showing the pressing need for timely investments in biodetector networks, communications connectivity and public health and emergency transportation capacity enhancements.  Generally, a dollar invested in bio-terrorism detection, prevention and preparedness could save $10-100 in mitigation costs inflicted by a single attack on a terminal like Pennsylvania Station or Logan Airport.  Furthermore, he argued persuasively that these investments, though specialized to address contagious and noncontagious bioagents, are dual-use, dual-benefit and will enhance public health beyond their immediate homeland defense utility. For instance, the development of multi-purpose vaccines, treatments and antidotes, and the extra hospital beds would benefit public health emergencies for both natural epidemics and bioterrorism.  

Finally, Dr. Abt responded to the nine key questions posed by the posted resource paper for the workshop. He estimated that the short-term, economic impact of an uncontained smallpox or plague attack on a major intermodal terminal in the US alone could exceed $ 400 billion. With sustained biodefense investments of order $10 billion per year, achievable by 2006, the cost would be reduced to $30-70 billions. These annual investments are negligible in comparison to the value of US trade ($2 trillion per year) enabled by unimpeded, multimodal transportation.  He called this a very favorable “strategic exchange ratio”.  Regarding pre-planning for terror attacks, he asked how do we negotiate labor agreements in advance to cover unlikely, but catastrophic contingencies?  Some organizations are now facing unionization of labor, so there is increasing cognizance of the issue.  Regarding the Bio-Watch system, would major airports be willing to invest in the required HVAC, sensors, alarm and alert and other modifications?  

Mr. Marchi warned about limited availability of resources: the airports have traditionally spent their funds on public safety issues, such as baggage checks.  If the cost of Bio-watch modifications were between $1 and $10 million, large airports would probably buy into them.  But eventually Congress will have to make grant funds available for BCRN security enhancements, and make it happen.  

Dr. Abt also indicated that several of the questions raised by Dr. Brecher’s resource paper would require careful research studies to answer, such as to what extent recovery plans must include stockpiling of decontaminants and how to optimize the logistics for their rapid deployment and distribution to the contaminated sites. He also stressed that recent bioterrorism exercises, such as TOPOFF 1 and 2, simply revealed existing gaps in knowledge and preparedness, as well as inadequate communication and coordination and the critical need for improved planning. For instance, large-scale exercises should include at least 3 cycles of epidemic contagion and diseases spread for an agent like smallpox, and thus extend to 4-6 weeks, rather than end after a few days. His main message was highly communicable diseases, like smallpox and plague, have not been adequately addressed by biodefense plans and programs to date. Such bioagents will present orders of magnitude larger challenges to containment, decontamination and recovery than the announced past anthrax attacks entailed.

General Discussion: Transportation Sector Recovery Plans and Resource Needs and Next Steps

Dr. Richard John led a final questions and answers period, by inviting several panelists back to the podium, before concluding with recommended Next Steps.  One major concern raised by the EPA experts was that reengineered bacteria and viruses could pose even greater threat, since both forensic bioagent identification, and post-attack containment and treatment would be more difficult.  Another main point was made that past experience shows that Risk Communication by federal agencies failed because of the limited knowledge and experience of clinicians and diagnosticians with real anthrax, so the CDC had to learn “on the fly”. To some extent this led to the lack of trust by exposed workers and the public in reassuring messages. The NAS study now in progress regarding cleanup standards for transportation facilities will point out the knowledge gaps for various bioagents (e.g., there are no antidotes for ricin, and for other bioagents, and the lethal dose is yet to be defined.) Several discussants noted the lag time of hours to days between the detection of a potential bioagent in a subway station and airport and its laboratory analysis identification and confirmation. Even simultaneous detection alarms by interconnected networked sensors are not  real-time, nor reliable at present.  False positive alarms would lead to public panic and shutdowns with attendant business losses, while false negative would have even more dire consequences. It is clear that rapid detection is needed to enable appropriate near-real-time response, either as evacuation, or as quarantine for passengers who still are or were in the transportation terminal.  

It was pointed out that the announced and modest scale anthrax attacks cost over 300 million in incomplete cleanup cost (several USPS facilities and the and AMI building are still to be decontaminated), took a great toll in death, disease or anxiety for those treated with CIPRO. Furthermore, criminal and bioagent forensics limitations are obvious, since the mystery of the announced anthrax attack perpetrator is still unsolved 2.5 years later.  Similarly, more recent (Fall 2003) letters with ricin powders have also not been traced to their source.  Perhaps the high cost of remediation for facilities cleaned to date is due to the strict verification protocols for environmental residual levels of anthrax spores and of the toxic cleanup chemicals. The OSHA resource paper authored by Dr. Bob Curtis, OSHA/SLC technical expert (distributed by Fred Malaby, OSHA Region 1 and posted on the workshop website) proposes several industrial hygiene protocols that would speed up the cleanup and recovery process and promise substantial cost savings. 

Dr. John’s closing remarks stressed that at present it is unclear which single entity (federal agency, facility owner or operator) is responsible and will pay for the cleanup and recovery of a major transportation facility after a bioattack. The owner/operator cannot afford it, while the National Response Team technical assistance document (www.nrt.org) and the Incident Command System (ICS) guidelines are not specifying where the cleanup responsibility lies, nor how the needed resources will be made available. There also remain both institutional and jurisdictional barriers to be overcome.

Furthermore, there are substantial differences between the anthrax cleanup costs and the extent of cleanup required after a bioattack involving a contagious agent, like smallpox or plague. It is unclear how much it will cost and how long it will take to clean up and recover from the latter type of event, given that it is like to spread nationwide or globally and might shut down multiple interlinked transportation nodes for long duration until the extent of contamination is determined.

Finally, there is a need to determine the toxicity and lethality of both residuals of bioagents and of the fumigants used to neutralize them. Research, as well as field verification and validation (V&V) work is needed to ascertain “how clean is safe enough” for various bioagents and sterilants, and to get both the public and employees to trust statements by public authorities. In summary, the workshop revealed that substantial progress has been made in developing biodefense and emergency response strategies, but much more research needs to be done to develop innovative, multipurpose detection and cleanup technology options, along with   economic cost/benefit analyses specifically addressing transportation targets and system-wide impacts. These issues must be addressed in the near future in order to be ready to deal promptly with the aftermath of a bioattack targeting transportation facilities and systems, and to preempt lengthy and costly shutdowns and allay public fears of traveling, and workers fears for their own and their families’ safety and health. 

Text Box 1: Charge to Participants:





What lessons have we learned from the nation’s response to the anthrax letters being sent through the US mail?


What are the major knowledge gaps for decontamination technologies, materials and application processes?


What are the current plans for recovery and cleanup at the national, state, regional and local jurisdictional levels?


Who pays for restoration?


Which agency has primary responsibility for restoration and cleanup?


How can traveler and employees concerns over exposure to bioagents and re-entry into decontaminated facilities best be managed?


How clean is clean enough?
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