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ABSTRACT

A strategy for minimizing bio-attack recovery costs of air and surface transport terminals is presented in terms of five essential elements spanning pre-event to post-event periods:

Biodetectors for Early Warning, deployed and continuously operational in adequate density at mass transit rail, road, and air terminals, capable of detecting and identifying the deadliest biological agents within hours and providing reliable low false alarm identification of them and their location;

Communications Command and control between biodetectors and public health labs and authorities, state and local police, fire, transport, and political authorities, to mobilize first responders to confirm agent identification and treatment, initiate selection and distribution of appropriate vaccines and/or antibiotics from storage to pre-planned distribution sites for mass prophylactic vaccination or inoculation within days well within the incubation period, to prevent spread;

Logistic Capacity  persisting reliably through post-even recovery, to distribute prophylactic vaccines and anti-biotics to pre-planned treatment centers, distribute infected individuals to treatment centers and isolation/quarantine sites, distribute food and medicines to families and groups sheltering at homes and offices for recovery periods of weeks, all within the incubation period of a few days (depending on the agent) to a week after the day of massive exposure;
Pre-Event Preparatory Education and Training of all essential first-responder public health, hospital, EMT, medical and pharmaceutical staffs, essential transport and communications workers, police, fire, and local authorities in repeated, realistic, systematically evaluated and corrected command post exercises several times per year;

Public Education, pre-, trans, and post-event  providing timely, accurate, and authoritative  warning, information, advice, and instructions.
The costs of each of these five essential elements of bioattack recovery cost minimization are estimated, individually and in combinations, together with their benefits in bioattack recovery cost reduction, under scenarios of contagious Smallpox and non-contagious Anthrax mass attacks on transportation terminals. The cost of a massive bioattack if NOT implementing these measures is balanced against the cost of implementation if there is no such attack, concluding that insurance is warranted and has dual benefits for improved public health defenses against deadly epidemics of natural and emerging infectious diseases.  

1. Vulnerability assessment and ranking of passenger transportation targets to bio-terrorism attacks.

Airport , rail, and subway indoor terminals in major transport hubs are the most vulnerable and valuable targets for bioattack with deadly contagious diseases. Predominant among these are New York, Washington DC, Los Angeles, Chicago, and others, in roughly descending order of priority.

How do major transportation nodes rank in this national assessment? 

The railroad, subway, and air terminals are the most vulnerable, and the very most vulnerable are the junctions of all three (railroad and subway junctions with direct links to air terminals) such as Penn Station with JFK and Newark Airports in New York, Union Station, the Metro, and Reagan and Dulles Airports in Washington, DC, and South Station and Logan Airport in Boston. 

What are the most credible scenarios for terror bio-attack against passenger transportation nodes, or multi-modal transportation facilities, such as major airports, ports and ferry terminals, railroad stations, subway stations, and transit nodes, bus terminals?  

See the Abt Associates Inc. report of May 2003. The most potentially deadly and damaging agents are Smallpox and Plague, because these can secretly spread deadly contagions nationally and internationally within weeks of release, unlike Anthrax which is not contagious and is limited to the area in which it is released. 

Can all six high-priority, bio-agent types and amounts as defined by the CDC be rapidly and reliably identified by existing bio-sensors?  

Yes, but they must be mass produced and widely deployed to be effective, because they need to sample the air in the proximity in time and space of the aerosolized release of the six Class A pathogenic agents, including Smallpox and Plague, and the physically dispersed nature of the airflow in even the most concentrated targets such as subway stations and airport terminals. Calistrano at Fermi Labs has estimated that as many as two detectors per subway station are required. As many as twenty or thirty might be required at major air terminals with  independent air supplies to diverse airlines. 

How soon can appropriate public-health response measures (quarantine, evacuation, facility shutdown, shipments of “push-packs” from the CDC National Pharmaceutical Stockpile) be received by first responders?  

Theoretically, within a day or two, but this remains to be tested and evaluated. As far as is known as of this writing (March 2004) this comprehensive public health response has never been tested for timeliness adequacy within the most deadly contagious agents’ incubation periods. In Massachusetts, the Department of Public Health in 2003 made plans to respond to a smallpox outbreak with the vaccination of all six million residents within three days at some 500 high schools throughout the state. However, as of this writing (March 2004), the ability to execute this plan with the specific arrangements, role assignments, resource allocations, and coordination among Federal HHS/CDC, state and local government, public health, education, transportation, police, fire, air and seaport (MASSPORT), and emergency management agencies (MEMA), and supporting private industry remains unclear, uncertain, underfunded, unreliable, and unfinished. These 5 “un’s” bode ill for effective bioattack emergency execution of sensible intended plans.

From the standpoints of public health emergency responses and economic impacts on transportation, what lessons have we learned from natural epidemics and emerging infectious diseases (e.g., influenza-A, SARS, West Nile, etc.) 

Panic often disrupts normal transportation unless special pre-event preparations are made.  Anticipation of the need for interoperable communications and logistic support among syndromic screening public health facilities, laboratories, treatment clinics, and especially advanced preparation of standby isolation and quarantine surge capacity was found to be essential and under-prepared. The Chinese government’s construction of a large quarantine facility in one week during the SARS epidemic illustrates both the urgency and possibility of meeting this need. In both the SARS and West Nile cases, the importance of prompt biological data collection, immediate expert epidemiological analysis, and prompt national and international bio-intelligence sharing and coordination of cooperative responses was demonstrated.  A comprehensive test and evaluation of similar essential response capabilities for a bioterrorist smallpox or plague attack and epidemic (using simulants) has still not been made, and TOPOFF I and TOPOFF II are certainly not adequate to this purpose, having been cutoff before the spread of the epidemics reached even the end of their primary contagion.  Another important lesson from SARS (obvious to epidemiologists and analysts but not necessarily to all levels of national and local government and transportation and housing authorities) is that a contagious deadly disease can spread regionally and internationally very rapidly and well before it can be conclusively identified, treated,  and contained.  It does not even require a massive simultaneous outbreak to escape containment, given the slow but relentless spread of dispersed cases.   

2.  Institutional issues: roles and responsibilities of federal, state and local transportation agencies using case-studies 

Who must pay for and perform cleanup of an airport or rail/transit terminal in case of bio-attack? 

 In terms of damaging economic impacts, all the many individuals and public and private organizations involved suffer unusual costs. In that sense all affected pay.

In the case of cleanup and recovery from smallpox or plague attacks, the “cleanup” and recovery is almost entirely concerned with the treatment and recovery of the people impacted either by infection or indirectly by loss of service by people infected or absent from regular work because fearing infection. Inevitably there will be a sharing of financial responsibility among all levels of government and private individuals and enterprises. Clearly the latter cannot handle such extreme expenses without substantial government assistance. 

How rapidly can these resources and providers be mobilized?  Is there sufficient definition of the respective roles and responsibilities of DHS, CDC, EPA, FEMA and other federal agencies, vis-à-vis state emergency and local transportation authorities, to ensure prompt remediation of contaminated facilities?  

Again, in the case of smallpox or plague attacks, the chief responsibility is for the treatment and recovery of the people involved, not the facilities. There is good definition of the responsibilities of the DHS and CDC, but not of local clinics and hospitals whose resources are already strained.
3.  Validation, certification and approval of remedial procedures

What are the major key sterilants and disinfectants used in case of bio-attack, and what is their level of toxicity?  

This is not an issue for smallpox or plague attack recovery, except to the small extent that smallpox dryvax live vaccine creates a low probability of Vaccinea in immuno-compromised individuals. However, when balancing the one-in-a-million deaths from vaccination with the one-in-three deaths from smallpox infection, the right choice is clear once even a single case of smallpox is identified.

How must different volumes, and areas with diverse surface textures, as well as equipment, and HVAC enclosures in a given contaminated facility be treated during cleanup?  Which disposal methods should be used for residually contaminated materials? (e.g., incineration, burial in landfills, etc.)? 

This is relevant to Anthrax, but not to smallpox or plague, except perhaps to the extent that targeted transportation facilities could be hardened against smallpox and plague attacks by ultraviolet lighting, to kill the aerosolized agent at and near points of potential distribution.

4.  Knowledge gaps for decontamination technologies, materials, protocols 

What decontamination methods are available in case of bio-attack involving one of the six category-A bio-agents (anthrax, smallpox, botulism, plague, tularemia and viral hemorrhagic fevers),
 against a major passenger transportation node (airport, rail and transit terminal, cruise port terminal)?  Are both chemical and physical (radiation, UV light) sterilants effective?  

If Ultraviolet lights are place in sufficient strenth and concentration in indoor target facilities, they may be effective in diminishing or eliminating much of the vulnerable aerosolized smallpox release.

How does one decide what sterilant material to use, when, where, how much of it, and how many times to apply it?  Should facility cleanup and restoration methods be tailored to specific bio-agents, or are there generic, all-purpose sterilants?   

Definitely should be tailored to specific bio-agents. There is no all purpose sterilant that can be practically applied throughout transport facilities’ air supply and surfaces on a regular basis.

Are sterilants or viral agents known for all Category A bio-agents? 

Probably here are, but this is beyond the competence of this writer.

 Do existing bio-detectors reliably measure very low level, but still harmful, contaminants? 

The answer depends on the relative concentration and location of bioagent release and the related location and concentration and sensitivity of the existing bio-detectors. Tests should be made of the required number, location, and sensitivity of biodetectors of aerosolized smallpox and plague, as a function of the amount and location of agent released. This seems essential for a sensible cost-effective allocation of biodetectors across the greatest threatened targets. Since it may be years before miniaturized automatically reporting biodetectors are mass- produced so they can be deployed as widely and economically as smoke detectors are today, this prioritization of currently costly and bulky biodetectors is obviously an urgent requirement for test and evaluation.   

5.  Stockpiles and logistics of decontamination equipment and supplies

What are the current plans for response, recovery, and cleanup at the national, regional and state, and local levels of jurisdiction?  Are there national or regional stockpiles, or must each transportation authority stockpile its own supplies of equipment and sterilants?  

What are the logistics of distributing and transporting large amounts of decontaminants, during a shutdown or when the transportation system is crippled by a bio-attack? 

In the case of smallpox and plague attack recovery preparation, the CDC and state and local public health agencies have detailed plans for distributing and accessing national, regional, and some local stockpiles of vaccines and antibiotics.   The logistics of regional and local distribution and transporting of vaccines and antibiotics from the large “push-packs”, including the coordinating communications among “first transporters” and public health, medical, police and schools authorities, and staffing and equipping of these efforts under conditions of a crippling bioattack shutting down or severely diminishing all transportation systems subject to human (infected individual) operation, remains subject to the 5 “un’s” - unclear, uncertain, underfunded, unreliable, and unfinished. 

6.  Lessons learned from case studies and response exercises

What are the lessons learned for transportation facility owners and operators from the anthrax bio-attacks in 2001 regarding readiness to deal with contaminated people and facilities?  

Their applicability to the prompt containment of a mass smallpox or plague attack is unclear. The different dispersion and secondary infection epidemic threats associated with highly communicable diseases such as smallpox, together with different (longer) syndromic detection and (longer)  incubation periods of smallpox compared to anthrax, make the 2001 anthrax attack case of limited value for lessons for smallpox containment.

What are the lessons for the future learned from full-scale bioterrorism emergency preparedness and response exercises, such as TOPOFF (in 2000 and 2002)?  

The main lessons of the costly, incomplete, and only superficially evaluated TOPOFF exercises, to this analyst, are that future such exercises should be much better planned, executed, and evaluated, should be extended to all state and local levels of relevant first responders,  should be extended in time – real-time or simulated – to at least three cycles (4-6 weeks) of epidemic contagion, and should involve the participation of all the actual actors in such a bioattack situation at their normal workplaces. 

In which agencies (e.g., EPA, DOD, other) is there expertise in bio-contamination cleanup and recovery? 

DOD and HHS, but possibly not in EPA or DHS yet. Is the U.S. Army SBCCOM expertise applicable in and transferable to a civilian and urban transportation facility? Not for smallpox and plague, as far as this writer knows. 

 Which firms can supply cleanup materials and hazmat workers experienced and competent to deal with bioagents, rather than pesticides and toxic industrial chemicals (TIC)?

 Outside this writer’s present competence – would require a survey to answer.

7.  Recovery plans as part of bio-emergency preparedness

Can traditional system safety program plans and emergency preparedness plans cover bio-terrorism?  Definitely not. What plans and preparedness measures concerning the cleanup and recovery from a bio-attack have been developed by DOT, other federal agencies, and state emergency management agencies?  

None by DOT for smallpox and plague, but HHS/CDC and many state and municipal departments of public health and emergency management agencies have made specific smallpox and other communicable disease preparedness plans (Boston and Massachusetts specifically.) 

 In order to ensure the availability of materials on-demand (e.g., hazmat suits, antidotes, medicines, and sterilants stockpiles), what relationships have developed between transportation facility owners and operators and first responders, service providers and contractors? A very important question, which requires a survey and test and evaluation exercises to answer accurately on a city-by-city and state-by-state basis.

8.  Economic impacts and resource availability issues

What would be the transportation system-wide consequences of a bio-attack on a major national airport, a multi-modal transportation node (e.g., South Station linking subway, bus and rail modes), or a cruise port of a ferry terminal?  What are the estimated economic impacts for bio-attack on a major facility, including: disruption of operations locally and system-wide, business loss, replacement costs for equipment, furniture, air filtration system, and health cost estimates for exposed workers and travelers?  

The total short-term US-only economic impact of an uncontained smallpox attack, under current inadequate biodefense conditions, on a major multi-modal transport facility such as Penn or Union or South Station or Logan or Kennedy or Dulles airport terminals was estimated in the Abt Associates Inc. 2003 report to the Volpe Center, “Economic Impacts of Bioterrorist Attacks on Freight Transport Systems in an Age of Seaport Vulnerability”, Contract  #DTRS57-03-P-80130, was estimated to range from $420 billions to trillions of dollars.

Under improved biodefense conditions achievable in 2005-6, resulting from annual additional investments of $10 billion, these economic impacts of a massive smallpox or plague attack on a major multimodal transport node were reduced to $30 to 69 billions, including the annual $10 billion for improved biodefenses. This more than an order of magnitude saving compares very favorably with other strategic exchange ratios.

This level of expenditure may well be worth it, considering that twenty percent ($2 trillion) of the U.S. economy depends on trade and transport.   A third of the $40 trillion 

What is the likely cost and duration of facility remediation, by size and type?  How do such costs scale (by volume, area, complexity, etc.)?  Which agency has the primary fiscal responsibility for the cleanup of federal, state, 0r local transportation facilities?  Are there designated national contingency or emergency funding resources for such a cleanup?  Is there any risk or disaster insurance coverage (DHS/FEMA)?  Who should pay for decontamination?  Who can afford it?  What cost-sharing arrangements for potential cleanup of transportation facilities exist, or are planned at federal, state, and local levels with the private sector?  What are good models?  Is terrorism risk insurance feasible for major transportation facilities?  What are the key liability issues related to cleanup and restoration of facilities to safe work and public places?

9.  Responsibility, ethics and trust

Who determines when the facility is sufficiently clean and safe for people to return?  “How clean is clean enough,” in order to declare the recovery phase complete and to resume transportation operations?  Is the residual risk to workers and the traveling [public keyed to the average individual or to the most vulnerable?  How can employees’ concerns over exposure to both trace levels of bio-agents, and to potentially toxic decontamination chemicals, best be managed?

END OF DR. AVIVA BRECHER’S RESOURCE PAPER’S QUESTIONS, AND DR. CLARK  ABT’S RESPONSES, BASED ON RECENT RESEARCH AND HIS 2003 REPORT TO DOT, “Economic Impacts of Bioterrorist Attacks on Freight Transport Systems in an Age of Seaport Vulnerability”, Contract  #DTRS57-03-P-80130.

	Costs of BioAttack and Costs of Improved biodefenses, under 2003 inadequate defense conditions and 2005-6 improved biodefenses



	
	2003 BioAttack with Inadequate Biodefenses
	2005 BioAttack with Improved Biodefenses



	Deaths
	30,000 – 3-to-30 Million
	1,000 – 3,000

	Value of Statistical Lives Lost, VSLL
	$90 Billion– $9-90 Trillion
	$3 Billion – $9 Billion

	Property Damage, Direct
	$1 Billion –$10 Billion

	$1 Billion – $5 Billion

	Trade Disruption
	$20 Billion – $200 Billion
	$1 Billion – $5 Billion

	Indirect (multiplier = 2)(VSLL not included)
	$42 Billion – $420 Billion
	$3 Billion – $20 Billion

	TOTAL Attack Costs
	Hundreds of Billions
	$5 Billion – $39 Billion

	+ Cost of Defense –improved @$10 B/yr.
	<$1 Billion spent now
	$10 illion recommended

	TOTAL Cost of Attack Damage Plus Defense (excluding loss of life costs)
	$43 Billion – $421 Billion
	$30 Billion – $69 Billion


SOURCE: “ Impacts of Bioterrorist Attacks on Freight Transport Systems in an Age of Seaport Vulnerability”

Contract # DTRS57-03-P-80130 for US DOT/RSPA/Volpe National Transportation Systems Center, May 9, 2003, 

by  Clark C. Abt, Ph.D., William Rhodes, Ph.D., Rocco Casagrande, Ph.D., Gary Gaumer, Ph.D., Abt Associates Inc.  
Dual-Benefit, Dual-Use Benefits for Public Health of a  $10 Billion Investment in Security from Biological Terrorist Attacks

Improved public health disease surveillance, early warning, epidemic control, reducing natural diseases mortality and morbidity.

Improved medical surge capacity for responding to natural disasters such as earthquakes, floods, hurricanes, etc. 

Improved biomedical capacity for early identification of emerging natural diseases and timely development of new biomedical  treatments.

Improved diagnostic capabilities among public health first responders for identifying and treating appropriately natural disease outbreaks

Improved vaccines, antibiotics, and medicines reducing the costs and improving effectiveness of treatments of natural infectious diseases

Reduced offensive military costs, as improved homeland population defenses reduce the pressure for preventive and preemptive attacks on hostile bio-weapons threatening terrorists in the (now mistaken) belief that deterrence and defense against bioterrorism is not possible.
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